Online Period Selection for Wireless Control
Systems

Venkata P. Modekurthy and Abusayeed Saifullah
Department of Computer Science, Wayne State University, Detroit, MI, USA

Abstract—Recent advancements in Industrial Internet-of-
Things and cyber-physical systems through the development of
wireless standards like WirelessHART and ISA100 for real-time
and reliable communication paved the way for a new industrial
trend called Industry 4.0. Industry 4.0 proposes to improve pro-
duction efficiency by employing smart factories. One approach
to improve the production efficiency is to predict the external
disturbances and adjust the sampling periods accordingly. In
a wireless control system, an online adjustment of the sampling
periods can decrease the energy consumption of nodes, especially
when the system is within a stable state. Although adjusting the
sampling period is beneficial, the stability of the system may be
compromised due to external disturbances through an increase in
sampling period while decreasing the sampling period can impact
the real-time performance and energy of the wireless network.
Existing work on online sampling period selection assumes that
the controller computes the periods and schedules, and repeatedly
broadcasts the new sampling periods and schedules to all the
nodes. Such an approach is highly energy consuming and can
impact control performance. In contrast, to handle online period
selection, we propose an autonomous scheduler based on game
theory, where each node in the network generates the schedules
locally and without any communication with the others. Our
approach can handle any changes in the period and link qualities
locally and on the fly. We also propose a heuristic for online
sampling period assignment, where each node predicts the state
and adjust the period locally. Our evaluation on a case study
shows that the proposed approach consumes at least 59% less
energy when compared to the state-of-the-art approach.

I. INTRODUCTION

Industrial Internet-of-Things (IoT) and industrial Cyber-
Physical Systems (CPS) evolved from wireless standards like
WirelessHART [2] and ISA100 [1] that facilitate low-power,
flexible, and cost-efficient real-time communication for a
broad range of applications like process control [9], smart
manufacturing [34], smart grid [8], and data center power
management [33], [32]. These wireless standards facilitate
closed loop real-time communication between sensors and
actuators, where each sensor measures the state of a plant
and delivers it to a controller through a wireless network. The
controller generates control commands based on the measured
state and then sends the control commands to each actuator
through a wireless network. To facilitate reliable and real-time
communications in a shared wireless environment, industrial
wireless standards employ a Time Division Multiple Access
(TDMA) based Media Access Control (MAC) protocol with
a high degree of redundancy.

Industrial IoT and CPS paved the way for a new industrial
trend under the specification of Industry 4.0 [40]. It is a
new concept of Internet technologies for industries to improve

production efficiency by employing smart factories [37]. One
approach to enhance the production efficiency of the plants is
to predict the external disturbances and to adjust the sampling
period accordingly. Such an online sampling period selection
enables the controller to counteract the disturbances promptly,
efficiently, and without affecting the stability. Furthermore, an
online sampling period selection reduces the energy consump-
tion of the sensors and actuators.

Adjusting the sampling rate of a plant can have undesirable
consequences in a wireless control system in which many
control loops share the same wireless communication medium.
Particularly, selecting a high sampling rate for one control loop
may affect latency, real-time performance, and stability of the
others. Selecting a low sampling rate can affect the stability of
the plant. Therefore, sampling rates should balance real-time
communication and control performance, requiring a control
and communication co-design approach.

An online sampling rate assignment has to take into account
the stability of each plant and the schedulability of each control
loop in the network. Typically, existing work formulates this as
a non-linear optimization problem with network schedulability
and stability constraints [14], [10], [24]. The non-linear opti-
mization problem is solved at the controller, and the period and
schedule are disseminated to the nodes periodically. Such an
approach can lead to high energy consumption and disrupt the
sensing and actuation messages [21]. The work in [17] placed
restrictions on the increase in the sampling period to avoid
re-dissemination of a new schedule. Although intuitive, this
approach can consume more energy due to the unavailability
of a period meeting the restrictions. Another approach to avoid
re-dissemination of a schedule is to use any existing distributed
scheduler [21], [43], [42], [7]. Although these approaches can
handle changes in the sampling period, they have the following
limitations. First, they assume a simple link quality model,
where the link quality at the current slot is independent of that
observed in the past time slots. Second, dissemination of the
sampling periods can cause energy overheads in the system.

To address the above limitations, we propose an autonomous
period selection algorithm for wireless control systems. Our
approach is based on selecting a maximum period to ensure
a decrease in the Lyapunov function for stability. To han-
dle online period selection, we also propose an autonomous
scheduler for wireless control systems using game theory. The
objective of the game is to maximize the number of successful
transmissions by avoiding collision and transmissions during
poor link quality. Our evaluation on a case study shows that



the proposed approach consumes at least 59% less energy
compared to the holistic controller proposed in [17], which
is the state-of-the-art approach.

In summary, we make the following contributions in this

paper.

o We formulate the autonomous TDMA scheduler as a
non-cooperative game. The players choose a strategy that
yields maximum payoff for all players, and hence, each
node converges to a schedule without communicating
with the others. The payoff of the game represents the
number of successful transmissions, and the objective of
the game is to maximize the payoff. We also provide
a linear-time sufficient schedulability analysis for the
proposed autonomous scheduler.

« We propose an online sampling period assignment algo-
rithm, where each node autonomously selects the sam-
pling period of all control loops by predicting the state
of the system. Based on the current state, it predicts
the sampling period required to ensure a non-increasing
Lyapunov function for stability.

The rest of the paper is organized as follows. Section II
reviews related work. Section III describes the system model.
Section IV describes the autonomous scheduler. Section V
describes the dynamic period selection. Section VI presents
the evaluation and Section VII concludes the paper.

II. RELATED WORK

Real-time routing, real-time scheduling, and schedulability
analysis are investigated in [9], [20], [29], [19], [22], [6],
[45], [34], [11], [21], [43], [42]. They assume a centralized
or distributed scheduler, which consumes energy at the nodes.
The work in [7] proposes an autonomous scheduler for sparse
traffic scenarios to address this issue. However, it assumes
a fixed sampling period. In contrast, our work proposes an
autonomous period selection and an autonomous scheduler
based on game theory. Although there exist several works that
use game theory for wireless networks, they do not consider
real-time scheduling [35].

Scheduling-control co-design for wired networked control
systems was studied in [28], [12], [15], [3], [44]. In contrast,
we consider a wireless network. Wireless control co-design
was investigated for single-hop networks in [41], [26] (also
see survey [23]), and for multi-hop networks in [38]. They
assume each sensor samples the plant at fixed periods. Such
static sampling is not a good approach for dynamic systems.
The work in [4] proposes a self-triggered control with network
schedulability constraints based on a virtual link capacity
margin. It uses a simplistic network model where it does not
avoid collisions in the network. In contrast, our autonomous
scheduler avoids collisions.

The work in [14], [10] proposes stability under a self-
triggered control with a centralized scheduler. A centralized
schedule has to broadcast the entire schedule after every
change in period. Thus, a centralized scheduler usually causes
1) high energy overheads and 2) frequent disruptions to
the control operation. To address this limitation, the work

in [17] proposes a self-triggered control where the periods only
increase in integer multiples of the initial sampling period. In
cases where the actual increase in the period needed for stabil-
ity is small, the approach in [17] does not change the period,
thereby making no improvement in energy consumption. It
does not decrease the sampling period when the network is
underutilized.

All the approaches discussed above use a centralized period
selection algorithm, which still requires frequent broadcast
of sampling periods. In contrast, we propose an autonomous
period selection algorithm where each node selects a period
locally and without communicating with others. Furthermore,
we propose an autonomous scheduler where nodes can adapt
to the sampling period changes without any energy overheads.

III. SYSTEM MODEL

A. Network Model

In this paper, we consider an industrial wireless sensor-
actuator network (WSAN), which consists of field devices, an
access point, and a gateway. The field devices are wirelessly
networked sensors and actuators. Each node contains a half-
duplex omnidirectional radio transceiver that can receive from
at most one sender at a time. Furthermore, a node cannot both
transmit and receive at the same time. Access point provides
a path between the wireless network and the gateway. The
network manager and the controller remain at the gateway. The
network employs feedback control loops between sensors and
actuators. Sensors measure process variables and deliver them
to the controller through the network. The controller sends
control commands to the actuators, which then operate the
control components to adjust physical processes. In this paper,
we assume that the role of the network manager is to create
network topology, observe the network operation, and deter-
mine offline admission control for new control loops/flows.
Note that the network manager does not generate a schedule.

We consider a WSAN where all sensors/actuators directly
communicate with the access point. That is, sensors, actuators,
and the access point form a star topology. Many existing
WirelessHART and ISA100 deployments use such single-
hop topology for technical simplicity. Furthermore, recent
low-power wide-area network technologies like LoRa [25],
SigFox [5] and SNOW [31], [27], [30] all adopt a single-hop
network topology. Transmissions in the network are scheduled
based on a single channel TDMA protocol. Time in the
network is globally synchronized and slotted. A transmission
and its acknowledgment happen in one slot. Transmissions are
scheduled based on the link quality. We use the signal to noise
ratio (SNR) to determine the link quality.

B. Control System Model

We consider there are n real-time control loops in the
system denoted by F = {Fy, Fy, ..., F},,}. For the rest of the
paper, we use the terms flow and control loop interchange-
ably. Each flow corresponds to a linear time-invariant (LTT)



control system, which is expressed in its discrete state space
expression, as shown in Equation (1).

yi(t) =Cizi(t)

In Equation (1), x;(t) represents the state of control system 4
at t-th time slot , u;(t) represents the control input, y; () rep-
resents the observed output, and v;(t) represents the discrete
time white Gaussian noise. We assume the pair (A;, B;) is
controllable, and the pair (A4;, C;) is observable.

The period and deadline of the flow F; are represented by 7
and D;, respectively. We consider an implicit deadline system,
where the deadlines are equal to the periods, i.e., D; = T;.
Since we consider the sampling period changes dynamically
with the system, we also consider that the deadline of the
packet also changes dynamically. Nevertheless, the relative
deadline of the packet is the same as the current sampling
period of the plant. For the rest of the paper, the periods and
deadlines are specified in number of time slots.

For each plant, we use a model predictive controller with a
cost function given by Equation (2), and a final state x; = 0.
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The cost function is the sum of the weighted average of the
state and control input for every time slot in the duration of
horizon (N), where P; and @); represent the weight for the
state and control input, respectively. In Equation (2), Pif is
a positive definite matrix that satisfies the Lyapunov equation
AfPif AH—Q{ = 0, where Qif is also a positive definite matrix.
The cost function used in Equation (2) ensures closed loop
asymptotic stability of the control loop 7 [18]. Note that the
value of u;(t) changes only after 7; time slots and is constant
in between.

We assume each control loop 7 has a weight w;. The weight
of control determines its importance in ensuring stability.
The total cost (inclusive of all control loops) is given by
Equation (3).

J(t) = wii(t) 3)
1€[2,n]

Given the state space equations and control cost for all
plants, we propose an online sampling period assignment
that changes dynamically with the state of the system. To
handle online sampling period assignment, we first propose an
autonomous scheduler that does not incur energy overhead.

IV. LINK QUALITY BASED AUTONOMOUS SCHEDULER

Existing centralized and distributed schedulers for indus-
trial standards like WirelessHART and ISA100 use real-time
scheduling policies like EDF (earliest deadline first) and DM
(deadline monotonic). However, these schedulers typically
assume a simple link quality model where the packet reception
rate (PRR) is constant at each time slot. Such a model is

not applicable in practice since link quality varies with time,
and link quality at a current time slot depends on that of the
previous time slots. In this paper, we consider a general link
quality model where link quality varies with time. We use a
small neural network to predict the link quality.

For the general link quality model, we develop a new
autonomous scheduler where each node determines when to
transmit a packet based on the deadline of the packet and
link quality. Designing such an autonomous scheduler where
all packets meet their deadlines is challenging since all nodes
in the network have to compute the best time to transmit all
packets, and agree on the schedule without communication.
Another important challenge is that the best transmission time
slot depends on the dynamically changing link quality.

We model the scheduling problem as a non-cooperative
game where each node in the network chooses the Nash
equilibrium strategy autonomously and without any coordi-
nation. The objective of each node playing the game is to
maximize the number of successful transmissions by avoiding
deadline misses, collisions, and transmissions on poor links.
This formulation is flexible with changing periods while
ensuring all nodes converge to the same schedule without
communicating with other nodes in the network. Typically,
a game can have multiple Nash equilibrium strategies. In the
proposed approach, we can break the ties by choosing the
strategy which schedules packets with the shortest absolute
deadline first. Thus, the game-theoretic autonomous scheduler
converges to a solution without any communication.

The proposed game-theoretic scheduler requires link quality
information of all links and period/deadlines of all flows
to determine the Nash equilibrium strategy (or transmission
schedule). In this section, we assume that all nodes are aware
of the sampling rate for all flows. We discuss the autonomous
sampling rate selection in Section V. In this section, we
first discuss the link quality prediction. We then discuss
our game formulation and the existence of Nash equilibrium
strategies for a single-slot-game. We then discuss how the
nodes compute Nash equilibrium strategies in a multi-slot
game. Finally, we present the schedulability analysis for the
proposed network scheduler.

A. Link Quality Prediction

We use a data-driven prediction using neural networks
(ANN), similar to the approach in [16]. A node uses ANN
to predict the link quality of n subsequent time slots between
itself and a receiver. In this section, we consider 7 is a design
parameter. The choice of an ANN approach arises from the fact
that the ANN approach can estimate link quality with greater
accuracy [16]. Note that the work in [16] only compares the
performance of different approaches but does not develop an
autonomous scheduler or autonomous period selection.

The neural network takes the signal strength at the beginning
of the time slot as the input. It generates the SNR values of
packet transmission and of its acknowledgment for 1 subse-
quent time slots as output. A node considers the link quality
at a time slot to be good if the SNR for packet transmission



and its acknowledgment are above a pre-determined threshold,
and bad otherwise. Note that, the neural network generates
the link qualities for 7 time slots of one link. In a single-
hop network, most of the links are positively or negatively
correlated to one another [39]. The nodes use k-factor [39],
which is cross-correlation index that depends on channel and
power levels, to estimate the link quality of n subsequent time
slots for all links in the network. Thus, the proposed approach
is not computation-intensive and can execute on a low power
embedded device.

We model the ANN as a three-layer neural network with
one input layer, one hidden layer, and one output layer. The
input layer consists of 1 neuron. The output layer consists
of 27 neurons (one to estimate the SNR of packet reception
and another to estimate the SNR of the acknowledgment). The
hidden layer consists of 27 x 5 neurons. Note that the proposed
neural network setup is similar to that used in [16]. We only
increase the number of nodes in the hidden layer and the output
layer to predict link quality information for 7 time slots.

To train the ANN, we use 1) signal strength observed on
a channel before making a transmission, 2) SNR obtained at
the receiver for each packet reception, and 3) SNR of the
acknowledgment packet. Signal strength value at the beginning
of the time slot is used as the input to the neural network.
SNR values obtained at the receiver and SNR values of
packet acknowledgment are used as reference outputs during
training. The network manager computes and then broadcasts
the weights of the neural network (after the training phase)
and the correlation between links to all nodes.

During the data collection phase, a node collects the signal
strength information for a short duration at the beginning of
a time slot. It then makes 7 consecutive transmissions to the
receiver. Each transmission is followed by an acknowledgment
by the receiver. Nodes in the network use a round-robin
approach to avoid interference from collisions. Since the
autonomous scheduler is designed to avoid collisions, the
SNR values from simultaneous transmissions are not required
during data collection. The nodes use packet transmissions or
piggybacked acknowledgments to send signal strength and the
SNR information to the base station.

In this link prediction model, computation-intensive op-
erations take place on the controller, and hence, nodes in
the network do not incur significant computation overheads.
Furthermore, the controller can train the ANN during design
time, which does not interfere with the control command
computations. The experimental evaluation performed in [16]
using training information from 20000 packets show that the
average prediction error for a neural network approach is 0.18.

B. Game Formulation for Autonomous Scheduler

We formulate the game similar to the prisoner’s dilemma
where we assume all nodes to be non-cooperative. That is,
nodes do not communicate with each other to generate a
schedule. They use local information to come up with a
strategy to maximize their payoff. In our game, we consider
each node with a packet as a player of the game.

In a time slot, each node has two strategies: 1) to transmit
and 2) not to transmit. The payoff obtained at each time slot
is defined in Equation (4). The objective of the game is to
maximize the payoff, which is defined in terms of the number
of successful transmissions. The payoff function rewards a
successful transmission and penalizes the wastage of energy
due to transmission failures in each time slot. It also penalizes
a deadline miss for each packet. If a node chooses not to
transmit a packet, then the payoff is 0. If it chooses fo transmit
a packet and the packet transmission is successful, the payoff is
1. If it chooses to transmit a packet and the packet transmission
is not successful, the payoff is —1. A packet transmission
may fail due to two reasons: 1) collision from simultaneous
transmissions or 2) transmission on a poor link (low SNR).

1, if a packet transmission is successful
0, if node decides not to transmit a packet

payoff = 4)

—1, if a packet transmission is not successful

—2, if a packet misses its deadline

Given the link quality information and sampling period for
all control loops, we discuss how a node computes a strategy
that leads to a Nash equilibrium for a single-slot-game. We
then extend the analysis to a multi-slot-game and show how a
node computes the strategy that leads to Nash equilibrium.

C. Single Time Slot Game

To better explain the payoff function and Nash Equilibrium
for a single time slot game, we provide a simple example with
two nodes: node A and node B. A similar approach can be
used to compute Nash equilibrium when the number of nodes
is greater than 2. Based on the link quality, we can consider
three different scenarios. 1) Link quality for node A (the link
between the access point and node A) and link quality for node
B (the link between the access point and node B) are bad. 2)
Link quality for node A is bad, but link quality for node B
is good. 3) Link quality for node A and link quality for node
B are good. For the first scenario, Fig. 1(a) shows the payoff
values obtained for each strategy played by node A and B. If
node A chooses to transmit, the destination does not receive
the packet due to poor link quality, and hence, it receives a
payoff of —1. However, if node A chooses not to transmit, it
receives a payoff of 0. Thus, the best strategy for node A is not
to transmit a packet. Similarly, the best strategy for node B is
not to transmit a packet. Thus, the Nash Equilibrium strategy
in this case for both nodes is not to transmit a packet.

For the second scenario, when link quality for A is bad,
Fig. 1(b) shows the payoff values obtained for each strategy.
As shown in Fig. 1(b), the best strategy for node A is not to
transmit a packet, and hence obtain a payoff of 0. Since node
A always chooses not to transmit a packet, the best strategy
for node B is to transmit a packet and receive a payoff of 1.
The Nash equilibrium strategy, in this case, is for node B fo
transmit a packet and for node A is not to transmit a packet.

For the third scenario, when link quality for node A and B
is good, Fig. 1(c) shows the payoff values obtained for each
strategy. As shown in Fig. 1(c), when both nodes choose to



Node A Node A Node A
Node A does not Node A does not Node A does not
Transmits  transmit Transmits _ transmit Transmits  transmit
Node B Node B Node B
Transmity 11 i Transmits| 77! LY Transmits| 11 LY
Node B Node B Node B
does not 0,-1 0,0 does not 0,-1 0,0 does not 0,1 0,0
transmit transmit transmit

(a) Link qualities for both nodes are
bad

(b) Link quality for node A is bad

(c) Link qualities for both nodes are
good

Fig. 1. Payoff values for each strategy in a game with two players.

transmit, it results in a collision, and hence, node A and B
receive a payoff of —1. Similarly, when both nodes choose
not to transmit, it results in a wastage of time slot for both
nodes, and hence, they receive a payoff of 0. When node B
chooses fo transmit and node A chooses not to transmit, node
B can make a successful transmission. Here, node B gets a
payoff of 1, and node A gets a payoff of 0 (since its time slot
is wasted). Thus, the best strategy of node B is fo transmit
when node A selects not to transmit, and the best strategy
of node B is not to transmit when node A selects fo transmit.
Thus, there are two Nash equilibria for this scenario. A tie can
be broken here based on the shortest absolute deadline. The
node with the smallest absolute deadline chooses fo transmit
a packet while the other chooses not fo transmit a packet.

To explain the effect of deadlines and link qualities on the
Nash equilibrium strategies, we consider a fourth scenario. In
this scenario, we consider node B’s link quality is good, and
its packet deadline is 2. We consider node A’s link quality is
bad, and its deadline is 1. Node A has to transmit in the first
slot to meet the deadline. In this situation, if node A chooses
to transmit a packet, there is a chance the packet transmission
is not successful, and it receives a payoff of —3 (—2 for a
deadline miss and —1 for a unsucessful transmission). If the
packet transmission is successful, then node A gets a payoff
of 1. However, if node A decides not to transmit a packet, it
gets a payoff of —2. In this case, node A chooses to transmit
and node B chooses not fo transmit. Since a node receives a
payoff of —2 for every deadline miss, it tries to make at least
one transmission for every packet.

In a two player game where both nodes have the same
deadlines, there are scenarios where there are two Nash equi-
librium strategies. In these scenarios, a mixed strategy Nash
equilibrium analysis shows that the probability of switching
between the 2 Nash equilibrium strategies is 0.5. We can
extend this result to a n player game where the probability
of switching between the n Nash equilibrium strategies is %
An equal probability for all nodes shows that the choice of
the payoff values results in a fair usage of network resources
between all the players.

D. Multiple Time Slot Game

In our autonomous scheduler, each node can predict the
link quality of n time slots. Therefore, each node plays the
game for 7 time slots. The total payoff is computed as the
sum of payoffs received in each time slot. For the multi-slot-

game, we assume that each node plays a sub-game perfect
equilibrium strategy (which is a Nash equilibrium strategy
in every time slot). In case of multiple sub-game perfect
equilibrium strategy, a tie can be broken here based on the
shortest absolute deadline. In a multi-slot-game, we assume
that each flow requires a total of « (where v > 2) time slots for
both uplink and downlink communications. Of the available ~y
slots, two are used for transmissions and the rest are used for
re-transmissions in case of failures.

In our game, the subgame perfect equilibrium for a 7
time slot game depends on the link quality conditions and
deadlines for each packet. Due to a large number of scenarios
(considering different link qualities and deadlines), it can be
difficult to theoretically analyze all possible scenarios and
come up with a single algorithm that can always generate a
Nash equilibrium strategy. Therefore, we propose to use the
insights from the single-slot-game to reduce the number of
strategies explored.

E. Schedulability Analysis

This section presents the schedulability analysis for the
proposed autonomous scheduler. The schedulability analysis
determines if the selection of a set of periods will result in all
packets meeting their deadlines or not.

Theorem 1. Under the proposed autonomous scheduler, the
set of flows F = {F;, Fy---F,} with periods (equal to
deadlines) Ty, Ts, ... T, can meet their deadlines given
p;T; represents the maximum number of poor link qualities
experienced by a flow F; when Equation (5) is satisfied, where

Hi = Ti(f_pi)-

Y omisl 5)
Proof. We first show the schedulability analysis when the link
quality is good for all links and all slots. We then model
the time slots with poor link qualities as blocking time in
non-preemptive uni-processor scheduling. We use the non-
preemptive schedulability test for the proposed autonomous
scheduler.

When the link quality is good for all time slots, each node
selects a unique transmission time slot for each packet of a
flow based on the shortest absolute deadline (since all link
qualities are good). This schedule is the same as the EDF
scheduler. Since preemptive uni-processor schedulers consider



that a task preempts at the boundaries of the time unit and not
in between, the autonomous scheduler (when the link quality
is good) maps to a preemptive scheduler. The schedulability
test for an implicit deadline task set under preemptive EDF
scheduler is >0, u& < 1, where p = T =7

In the proposed autonomous scheduler a transmission hap-
pens only on a good link quality to avoid wastage of energy.
When the link quality for a flow with a shorter absolute
deadline is bad, then its transmission is blocked until the
link quality is good. Meanwhile, a flow with larger absolute
deadline with a good link quality can make a transmission.
A similar blocking can be observed in a non-preemptive
scheduler where a task with a shorter absolute deadline is
blocked by the execution of a larger absolute deadline. Thus,
we can map the proposed autonomous scheduler to a non-
preemptive EDF scheduler. The schedulability test for non-
preemptive uni-processor scheduler is given by Z:’:l i <1,
where § is the maximum blocking time, and

. Y
T,—6 Ti—pT; Ti(1 - p;)
Thus, the schedulability test for the proposed autonomous
scheduler under the assumption that p;7; represents the max-
imum number of poor link qualities experienced by a flow F;
is given by Equation (5). O

i =

V. ONLINE SAMPLING PERIOD SELECTION

Here, we first formulate the centralized version of an
online sampling period selection problem. We then present
the autonomous sampling period acclimation algorithm, where
each node selects the sampling period without communicating
with others.

A. Formulation of a Centralized Online Sampling Period
Selection Problem

In this paper, we change the sampling period after every
7 time slots instead of changing the sampling period after
every interval to ensure low overhead. Given the state space
equations for each flow and schedulability condition, the
online sampling period assignment problem is formulated in
Problem (6). To capture the stability of all control loops,
we use the controller cost function given by Equation (3)
as the objective. We use the schedulability analysis given by
Equation (5) as a constraint. Note that the period of flow
F; changes after every 7 time slots but remains constant
within an interval (k7, k7 4+ 7), where k = 1,2, - - - co. Thus,
any period selected by Problem (6) results in a schedulable
network scenario for the interval of length 7.

argmin J(t)
n 6
subject to ZW <1 ©
i=1

Due to the high complexity of the objective function, finding
a solution to Problem (6) can take a long time. Furthermore,
the controller must disseminate the sampling periods obtained

by solving Problem 6 to all the nodes in the network, which
causes high energy overhead at the nodes. To address this
problem, we propose a sampling period acclimation heuristic,
which is presented in the following sections.

B. Sampling Period Acclimation

This section presents an approach for sampling period
acclimation, where the sampling periods of all plants are varied
every 7 time slots. Algorithm 1 presents the sampling period
acclimation algorithm. In the proposed approach, the central
manager initializes all flows with a sampling period. The initial
period assignment has to take into account the schedulability
and stability of the plants. Since an optimization function
considering both constraints can be computation intensive for
a low power embedded device, we choose to execute the
initial sampling period assignment at the controller. The initial
sampling period assignment can act as a fail-safe assignment
when all the flows experience high disturbance. Note that the
controller executes the initial sampling period assignment only
once (i.e., during the system initialization).

Algorithm 1: Sampling Period Acclimation Algorithm

Input : T;[initial] = Initial-Sampling-Period-Assignment()
Output: Sampling Period T; Vi in [0, n]
x;(t) = State-Estimation()
z;(t + 7) = State-Estimation()
Vi(t) = a] (t )Psz( )
Vilt +71) = ; (t+T)PLxl(t +7)
Inc, Dec = Segregate -Flows()
for i in Inc do

| T; = Increase-Sampling-Period()
end
for i in Dec do

| T; = Decrease-Sampling-Period()
end

After every 7 time slots, the sampling periods for all plants
are re-computed by each node autonomously. A node first
estimates the current states and future states after 7 time
slots (with the current sampling period) of all plants in the
network. Based on the current states and the estimated future
states, the plants and their respective flows are segregated
based on whether their sampling periods increase or decrease.
Each sensor first computes the sampling period of all plants
with an increase in their sampling period. Each sensor then
computes the sampling period of all plants with a decrease in
their sampling period. The intuition behind computing increase
and decrease in the sampling period separately is to reduce the
overhead of computation. An increase in the sampling period
may impact the stability of a system. However, it does not im-
pact the schedulability of the flows on the network. Similarly,
a decrease in the sampling period impacts the schedulability of
the flows, but it may improve the stability of the plant. Thus,
splitting the computation of sampling periods can reduce the
overhead of calculations on each sensor. The initial sampling
period assignment, state estimations, segregation of plants, and
the approaches for increasing/decreasing sampling period are
described in detail in the following sections.



C. Initial Sampling Period Assignment

The initial sampling period assignment must ensure the
stability of plants and schedulability of their respective flows
on the network. Stability of a plant can be maintained when
the sampling period is within the bounded range of maximum
(T;[max]) and minimum (7;[min]) sampling periods. Schedu-
lability of all flows can be ensured when the total utilization
is no greater than 1, ie., Ziv ui < 1. We use these two
constraints to develop a heuristic for assigning initial sampling
periods.

Algorithm 2 illustrates our heuristic for sampling period
assignment. It takes as input the minimum and maximum
sampling periods for each flow that ensures acceptable control
performance. It starts by assigning the minimum sampling
period to all flows. If all flows in the network are schedulable
with the selected sampling periods, it stops. If a flow is
not schedulable, it iterates over the ordered set of flows
(decreasing order of the weighted individual control cost).
The maximum sampling period T;[max] is selected as the
new sampling period for a flow. The algorithm stops when
a sampling period assignment leads to a schedulable network.
In some rare cases, the algorithm can stop when all flows are
assigned their maximum sampling periods, and the network is
still unschedulable. In this case, the plants are not stabilizable
as there is no feasible sampling period assignment with
acceptable control performance. Once the algorithm stops, the
central manager broadcasts the sampling period to all nodes.

Algorithm 2: Initial Sampling Period Assignment
Input : 7T;[min] & T;[max] Vi in [0,n]
Output: Sampling Period T; Vi in [0, n]
for i in [O,n] do
T; = T;|min)]
v

Hi = T,

end

i=n

while > | 1 > 1 do
T; = T;|max]
i = Tl
i=i—1

end

D. State Estimation and Correction

State estimation has been extensively studied in control
theory [36]. Kalman filtering is a popular approach for state
estimation, which can predict the state of the plant with high
accuracy [36]. Kalman filter uses the past state estimation error
to accurately predict the current and future state of the plant.
Such an algorithm requires the state space representation,
current state of the system, control input applied at each time
slot, and the noise experienced at each sample to compute the
error in state estimate. Since Kalman filtering is mainly used
by the controller to compensate for packet delay or loss, the
assumption about the availability of the aforementioned data is
valid. However, in the proposed approach, a sensor estimates
the state of all plants, which does not have all the required
data. A sensor can obtain the initial state of each plant and
the state space representation during the network initialization

phase. Nevertheless, a sensor does not have the control input
applied, and the noise experienced at each time slot. To address
this issue, we propose the following approach to estimate the
state of the plant.

Each sensor assumes that all plants use a linear controller
given by u;(t) = k;x;(t), where k; is a constant value. The
value of k; satisfies the Lyapunov stability constraint

(A; + BiK)) T PL(A; + BiK;)) = PE+QF =0 (7)

where, Pl and QF are positive definite matrices. A sensor
can obtain the values of K; for all flows, during network
initialization. Thus, a sensor can predict the control input
applied during the previous step. We use the variance of white
Gaussian noise as the past noise in the system. Since the
variance is fixed, all nodes use the same value of noise to
estimate the state of the plant.

In the proposed approach, the noise estimation in a plant
is assumed to be constant. However, in practice, the noise
experienced by each plant can be random. The random nature
of noise can lead to errors in state estimation. A sensor
monitoring the plant associated with flow F; can compute the
state estimation error for the plant based on Equation (8),
where x%'(t) is the measured valued of the state of plant
associated with flow Fj, and x5%(¢) is the estimated state of

plant associated with flow Fj.
£(t) = af™(t) — a§(1) (®)

In some cases, the error in state estimation can be signifi-
cantly large, and plant associated with flow F; may require a
lower sampling period. Since all nodes are not aware of the
state estimation errors for all flows, a sensor that monitors the
plant (with large errors) must broadcast the state estimation
error to all nodes. To enable this communication, we reserve
v (where v << 7) number of time slots in every 7 time slots
(typically the last v slots). A sensor with a positive error can
use this v time slots to transmit the error using CSMA-CA
protocol. We choose £(¢) > 0 as the condition to transmit the
state estimation error for its simplicity. However, the system
designer is free to choose any policy. In practice, the random
noise should not be high for all plants at the same time, and
hence, a small value of v should be sufficient to communicate
the errors without collision. Note that CSMA-CA protocol is
only used within the v time slots to transmit the observed
states of the plants with high state estimation errors. All other
communications happen using the autonomous TDMA sched-
uler proposed in Section IV and their real-time performance
is not affected by these v time slots.

Note that, in the proposed approach, all sensors receive the
state space equations, initial states, and control inputs of all
plants from the controller. Since the initial state, control input
calculation, and noise calculation for all plants are the same at
all sensors, all nodes converge to the same the state estimation
for all plants.

E. Segregating the Flows

Once the state estimation for current time slot (¢) is esti-
mated, a similar approach as mentioned in Section V-D can



be used to estimate the state at ¢ + 7" time slot using the
current sampling period. Given the state of the system x(¢t+7)
and x(t), we compute the Lyapunov function for the linear
controller at time ¢ and ¢ 4+ 7 (given by V(¢) and V(¢ + 7),
respectively) using Equation (9). We use the summation over
the interval 7 to accurately represent the trend of the Lyapunov

function.
t

V(t) = ) (2)Plai(z) 9)

z2=t—T

We want V(t) to be non-increasing in time for stability.
To ensure a decreasing Lyapunov function, we place a tighter
restriction on V'(¢), given by Equation (10).

Vit +7) < BVi(t) (10)
If the above equation is satisfied with the initial sampling
period or the last used sampling period, then there is a steady
decrease in the Lyapunov function, and the plant should be
reaching the final state. In these situations, the sampling period
can be higher than the last used sampling period or the
initial sampling period. However, if the above equation is not
satisfied, then it implies that the plant may experience some
noise which can affect the stability of the system. In this case,
the sampling period of the system should be equal to or lower
than the initial sampling period.

Given the two outcomes of Inequality (10), the plants can be
segregated into two categories: plants with an increase in the
sampling period and plants with a decrease in the sampling
period. The sampling period is first computed for all plants
with an increase in the sampling period and followed by all
plants with a decrease in the sampling period. The approach
to increase and decrease sampling period is discussed in the
following sections.

For the simplicity in explanation, we use a uniform value of
[ in this paper. However, the system designer can choose to
use multiple values of S depending on the state of the plant.
One example is to choose a value of /3 close to 0 when the
system is in an unstable region or approaching a stable region,
and close to 1 when the system is within a stable region.
Note that our approach only provides a best-effort approach to
ensure the stability and closed loop performance of the plants.
We choose to avoid imposing restrictions on the plant model
to ensure stability as the restrictions reduce the applicability
of the proposed approach.

F. Increasing Sampling Period

When the state of a plant is within (or close to) a stable
region, then the sampling period of that plant can be increased
beyond the initial sampling period. However, a substantial
increase in the sampling period may cause the state of the
plant to move to an unstable region. Therefore, we formulate
the increase in sampling period as an optimization problem.
The objective of the problem is to find the maximum sampling
rate, which satisfies the constraint specified in Equation (10).

Equation (11) formulates the sampling period maximization
problem.

maximize T;

subject to  V;(t + 1) < BV;(t)

Our heuristic for solving the optimization problem is to use
multiplicative increase and additive decrease of T; (starting
from the initial sampling period) and select the maximum
T; that satisfies the constraint. Note that the sampling period
T;[max] or T;[min] is required when the plant is in an unstable
region and moving towards a stable region. When the plant
is within a stable region, sampling the state of the plant at
T;[max] can cause energy overheads. When the plant is in
a stable region, the plant can be sampled at a period higher
than the 7;[max] while ensuring the plant does not enter an
unstable region. Thus, we use 7 as an upper bound of T;
instead of T;[max].

Since all flows in the network are schedulable with the
initial period assignment, any increase in the period will only
lower the utilization and does not affect the schedulability
of the system. Thus, we do not consider schedulability as a
constraint for the optimization problem.

1L

G. Decreasing Sampling Period

The decrease in the sampling period of a plant affects the
schedulability of a system. However, it does not affect the
stability of a plant. Therefore, to counteract the plant noise
for the next 7 time slots, each node first assigns initial period
to the flow. Since the initial period is within the 7;[min] and
T;[max], the sampling period should always ensure stability.
After the first assignment, a node computes the total utilization
for all flows in the network. If the total utilization is no
greater than 1, then periods can be decreased from the current
period assignment. The available slack in the utilization (i.e.,
1- Z?:l w;) 1s divided equally among all the flows with a
decrease in the sampling period. For example in a system with
two flows with decreasing periods and the total utilization with
T;[max] assignment is 0.8, the utilization of each flow () is
incremented by 0.1.

VI. EVALUATION

We have evaluated the proposed sampling period acclima-
tion (SPA) algorithm and autonomous scheduler against the
holistic controller proposed in [17]. The holistic controller
computes the maximum increase in the sampling period that
ensures a decreasing Lyapunov function. We have compared
the two approaches in terms of average energy consumed per
node in the network. We define energy consumption as the
average energy consumed per node in milli-Joules required
to transmit the state and control information from sensor to
actuator. We used the product of the number of transmissions
and energy consumed for each communication (0.22mJ with
5.5ms Tx time) to estimate energy consumption per node. We
also show the system response, i.e., the state of the system
and control cost over time under SPA algorithm.

We executed the proposed SPA algorithm on Matlab and
the proposed autonomous scheduler on TOSSIM [13]. Our



DN AVAVIRVEVAVAVAVAY|
0 1 2 3 4
Time (ms)

(a) State of a plant

1000

> 500f »

1 2 3 4
Time (ms)
(b) Conrol cost
Fig. 2. System response under SPA

setup consisted of 5 plants. The state space equation of a
plant is expressed as z(t + 1) = Ax(t) + Bu(t) + w, where
A = 105 B = 1, z(0) = 50, and w = 0.05. For
simplicity, we assume all plants have the same coefficients. For
a fair comparison between the proposed approach and holistic
controller, we choose a linear controller with X = —0.95. The
controller satisfies the Lyapunov stability constraint, expressed
in Equation 7, where P* = 1, and Q¥ = 3. However, the
proposed approach can also work with other controllers like
the model predictive controller. We choose two values of [3.
When the state of the system is above 1, 5 = 0.5, and when
state of the system is below 1, 5 = 1. The initial sampling
period of all the plants was fixed at 100ms. Since the period
was selected to be 100ms, we selected 7 = 500ms since it
allows for a few iterations between the initial assignment and
first sampling period change.

We used a star topology of 11 nodes; 5 sensors, 5 actuators,
and 1 controller, with the controller in the center of the star
topology. We used an autonomous TDMA medium access
protocol, as proposed in the paper. Time in the network was
divided into 10ms time slots. For a fair comparison between
the proposed approach and the holistic controller, we assume
the link quality to be good for all links, and each node
uses 2 time slots to make a successful transmission. The
MAC protocol of both the proposed approach and the holistic
controller is similar to that in WirelessHART without graph
routing and redundant transmisisons. Since the link quality was
assumed to be good, the utilization of each flow was given by
Wi = T%, and the schedulability test was given by > . j1; < 1.

Fig. 2 shows the control cost and state of the system as
time increases from 10ms to 4s. We have observed that under

SPA, there was a steady decrease in the control cost as well as
the state of the system. We have observed that the stabilized
around 0.8 due to the presence of a fixed noise. We have
observed that at 0.5s, the state of the system was below 1,
and the control cost was close to 800. Since the control cost
was so high, SPA algorithm selected a period of 300ms for
all flows. The high period of 300ms resulted in a significant
accumulation of noise. Due to the high noise, we observed that
the plant could not be stabilized by any period greater than
100ms. Thus, there is a sharp decrease in the period at 1s. A
similar effect was observed from 1.5s to 2s, which accounts
for the sharp increase and decrease in the period. After 2s,
we observed that the system was in a stable state, and control
cost remained constant, and hence, the period was constant.
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Fig. 3. Performance of SPA

For a fair comparison with the holistic controller, we assume
the holistic controller also changes the period every 7 =
500ms, and a similar cost metric was used. Note that, in both
the approaches, the future control cost (V (¢ + 7)) is intended
to decrease by a fraction of the previous control cost. Since the
holistic controller can only increase the period in multiples of
2, the closest value of the period is selected and used for the
schedule. The holistic scheduler uses a flooding mechanism
to transmit packets in the network, and hence the average
energy consumption at the nodes is around 158.4m.J after a
4s interval. However, in the proposed approach, the average
energy consumption is 9.68m.J, which is a 92% decrease in
energy consumption when compared to the holistic controller.
If the holistic controller used a single hop communication
without any flooding, the average energy consumption is
23.7m.J, which shows that SPA consumes 59% less energy.
These results show that SPA algorithm minimizes the energy
consumption by at least 59% when compared to the holistic



controller while ensuring the control cost decreases, and the
system moves closer to a stable state.

VII. CONCLUSION

In this paper, we have proposed an autonomous scheduler
which maximizes the number of successful transmission in
the network using game theory. In the proposed autonomous
scheduler, each node avoids collisions of packets and trans-
missions under poor link quality. We have also derived an
efficient utilization based schedulability test to determine
the schedulability of all flows on the network. We have
then proposed a heuristic for sampling period acclimation
in wireless control systems. Our evaluation on a case study
showed that the proposed approach consumes at least 59%
less energy when compared to the state-of-the-art approach.
Our autonomous scheduler and sampling period selection
algorithm are proposed for a single hop network. In the future,
we plan to extend these algorithms for multi-hop networks.
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