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The industrial Internet of Things (IIoT) is prominently emerging in applications of large-scale and wide-area
applications, such as oilfield management, smart grid management, real-time equipment monitoring, and
integration of traffic management systems for smart cities. Relying on short-range wireless technologies (e.g.,
WirelessHART and ISA100.11a), traditional wireless solutions for industrial automation find it challenging
to support the expansive scale of today’s IIoT. To address this limitation, we propose to adopt LoRaWAN,
a prominent low-power wide-area network technology, for industrial automation. LoRaWAN for industrial
automation poses some unique challenges. The fundamental building blocks of any industrial automation
system are feedback control loops that largely rely on real-time communication. LoRaWAN traditionally adopts
a simple protocol based on ALOHA with no collision avoidance or Listen Before Talk with Clear Channel
Assessment and Random Backoff mechanisms to minimize energy consumption, which are less suitable for
real-time communication. Existing real-time protocols for short-range technologies cannot be applied to a
LoRaWAN network due to its unique characteristics such as asymmetry between downlink and the uplink
spectrum, predefined modes (or classes) of operation, and concurrent reception through orthogonal spreading
factors. In this paper, we address these challenges and propose RTPL- a Real-Time communication Protocol for
LoRaWAN networks. RTPL is a low-overhead and conflict-free communication protocol allowing autonomous
real-time communication of low-energy devices and exploits LoRa’s capability of parallel communication.
We implement our approach on LoRa devices and evaluate through both physical experiments and extensive
simulations. All results show that RTPL achieves on average 75% improvement in real-time performance
without sacrificing throughput or energy compared to traditional LoRaWAN.
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1 INTRODUCTION
Internet of Things (IoT) is facilitating the transformation of industrial automation including process
control and smart manufacturing through Industrial Internet of Things (IIoT). Industrial automation
uses sensors and actuators connected to a low-bandwidth network to manage, monitor, and control
production or manufacturing processes. By integrating machines, cloud computing, analytics, and
human expertise, Industrial IoT (IIoT) enhances the efficiency and promotes sustainable production.
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Today, industrial IoT and Cyber-Physical Systems (CPS) are emerging in large-scale and wide-area
applications. For example, the East Texas Oil-field extends over an area of 74× 8 km2 requiring tens
of thousands of sensors and actuators for automated management [30]. Emerson is targeting to
deploy 10,000 nodes (sensors and actuators) for managing an oil-field in Texas [17]. Today, wireless
solutions for industrial automation are based on WirelessHART [18] and ISA100.11a [10] that
depend on traditional short-range wireless technologies based on IEEE 802.15.4. To cover a large
area with numerous devices, they form multi-hop mesh networks at the expense of energy, cost,
and complexity, posing a big challenge to support the scale of today’s IIoT. In this paper, we propose
to adopt the Low-Power Wide-Area Network (LPWAN) technologies for industrial automation. As
an emerging IoT technology, LPWAN enables low-power (milliwatts) wireless devices to transmit
at low data rates (kbps) over long distances (kms) using narrow band (kHz), thereby obviating
the need of multi-hop and allowing the devices to directly communicate with the control node
(gateway). Recently, multiple LPWAN technologies such as LoRa (Long Range) [12], SigFox [15],
DASH7 [1], LTE Cat M1 [2], and SNOW (Sensor Network Over White spaces) [52] have appeared.
Many of them (e.g., LoRa, SigFox, SNOW) allow numerous devices to concurrently communicate
with the gateway, providing high scalability.
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Fig. 1. LPWAN adoption trend in industrial automation [19,
31]

IIoT realization through LPWAN can
greatly benefit the industrial automation
solutions like pipeline management [47],
silo level, environmental and cold chain
control. In such applications, pipelines
(that can be hundreds of miles long), silos,
tanks, and plants are positioned far from
the central operations center, at inconve-
nient or hazardous locations in difficult
terrain or offshore. Thanks to their multi-
kilometer range and deep penetration ca-
pability, LPWANs can be an attractive so-
lution for communications from massive,
granular data points of geographically dis-
persed and/or structurally dense industrial campuses like oil fields, refineries and process plants.
Compared to industrial mesh solutions (e.g., WirelessHART, ISA 100.11a), they can be implemented
without complex network configuration and at a fraction of both device and operational costs. In a
2018 survey on 311 industries conducted by ONWorld and the International Society of Automation
(ISA), as shown in Fig. 1, 57% of industrial IoT professionals reported that they were researching or
developing LPWAN solutions [31]. Thus, LPWANs will soon be disrupting the IIoT landscape.
To avoid the cost of licensed band and infrastructure (usually unavailable in remote locations

where process industries are typically located), we consider non-cellular LPWANs in the free
ISM band. Specifically, we consider LoRa, which is widely considered as an LPWAN leader and
is commercially available all around the globe with more than 600 known use cases and over 50
million devices deployed [12]. Industry analyst ABI research projects that more than 50% of all
LPWAN connections will be based on LoRa/LoRaWAN by 2026 as it is flexible for both outdoor and
indoor cases [41].

Adopting LoRa for industrial automation poses some challenges as it was not originally targeted
for such applications. The fundamental building blocks of any industrial automation system are
feedback control loops that largely rely on real-time communication between sensors and actuators
[37]. For example, tanks in oil-fields need real-time monitoring and control to avoid overflow.
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However, LoRa was predominantly developed for independent uplink and downlink communica-
tions. Enabling closed-loop communication under severe energy constraints of the nodes is quite
challenging. To minimize the energy consumption of devices, LoRa usually adopts a simple MAC
(media access control) protocol known as LoRaWAN (Long Range Wide-Area Network), which is
based on ALOHA with no collision avoidance. Some variants of LoRaWAN adopt Listen Before
Talk(LBT) with Clear Channel Assessment and Random Backoff mechanism [46] to minimize
collision probability. Such protocols are naturally unsuited for real-time communication as they
introduce variability in uplink transmissions, leading to large and sometimes unbounded latency.

While energy-efficiency is a requirement and challenge in LPWANs, it becomes more complicated
when combined with real-time requirement. Specifically, their communications have to be minimal
which makes real-time communication extremely challenging. On the other hand, real-time com-
munications can benefit from massive concurrent communication of the devices with the gateway.
Existing real-time communication protocols developed for short-range technologies cannot exploit
the massive concurrent communication and hence cannot be adopted for LoRaWAN. The asym-
metry between the downlink and uplink spectrum in a LoRaWAN network (in regions like North
America, China, Australia) also makes it difficult to adopt traditional real-time communication
protocols. Existing real-time communication protocols are mostly centralized and also assume that
the gateways receive from one node at a time, gateways can either transmit a packet or receive
a packet at a time, but not both, and uplink and downlink communications happen on the same
spectrum, which are ineffectual under LoRaWAN.

Government agencies impose restrictions at the national level to ensure accessibility and safety.
Some countries impose Duty Cycle limitations on LoRa devices which limits the transmission time
of a device. For instance, Europe has a duty cycle limitation of 1% on the devices running ALOHA
access protocol. Duty cycle limitations can significantly reduce the available airtime for transmitting
critical data and hence imposes a challenge in adopting LoRaWAN for real-time communication.

In this paper, we address the above challenges and propose RTPL, a Real-Time communication
Protocol for LoRaWANnetworks that can ensure real-time guarantees of end-to-end communication.
RTPL closes the control loops over asymmetric spectrum allocation for uplink and downlink
communication and exploits LoRa’s capability of parallel communication. It is a low-overhead real-
time MAC protocol allowing autonomous communication of low-energy devices. Furthermore, we
present a schedulability analysis for RTPL. In real-time process control applications, schedulability
analysis is widely used to determine, both during the design time and for online admission control,
if a given set of control loops/flows can be scheduled with a given scheduling algorithm such that
none of the loops in the set miss their deadlines. It facilitates a proactive network management by
enabling network manager to plan ahead and adjust workloads. In summary, the paper makes the
following contributions:

(1) We propose an autonomous real-time scheduling framework for LoRaWAN called RTPL, a
low-overhead real-time MAC protocol allowing autonomous communication of low-power
devices under large deployment.

(2) We exploit the concurrent communication capabilities of LoRa to design RTPL and extend it to
handle frequency hopping, duty-cycling, link failures, and network and workload dynamics.

(3) We present a Schedulability Analysis for RTPL.
(4) We implement RTPL on LoRa devices and evaluate through both physical experiments and

large scale simulations. All results show that RTPL achieves on average 75% improvement
in real-time performance without sacrificing throughput or energy compared to traditional
LoRaWAN.
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The rest of the paper is organized as follows. Section 2 presents an overview of LoRaWAN.
Section 3 describes the system model. Section 4 reviews related work. Section 5 motivates RTPL.
Section 6 presents RTPL. Section 7, 8 and 9 presents implementation, experiment results, and
simulation results, respectively. Section 10 concludes the paper.

2 AN OVERVIEW OF LORAWAN
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Server
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IPLoRa RF

Fig. 2. The LoRa network archi-
tecture.

LoRaWAN is a pioneering LPWAN technology for connecting sen-
sors to the Cloud. In the LoRa stack, LoRaWAN is refer to as the
MAC layer protocol and LoRa is refer to as the physical layer (PHY)
modulation technique. A typical LoRaWAN architecture (shown in
Fig. 2) consists of three parts: gateway, end-devices i.e., nodes, and
a network server. Nodes are sensors/actuators that directly commu-
nicate with the gateway on a single-hop wireless link. LoRaWAN
divides the available spectrum into multiple uplink and downlink
channels. Nodes send data to the gateway on the uplink channels
and the gateway responds on the downlink channels. Multiple gate-
ways communicate with the network server via a local LAN/the
Internet.
The LoRa radios exploit Chirp Spread Spectrum (CSS) modula-

tion for communication. Spreading the signal over a wide band-
width makes it less susceptible to noise and interference. A LoRa
transceiver has five runtime-adjustable transmission parameters: transmission power, carrier fre-
quency (channel), spreading factor (SF), bandwidth (BW), and coding rate (CR). These parameters
influence the transmission duration, energy consumption, reliability, and range. In North America,
LoRa defines 64 uplink channels of 125 kHz bandwidth (902.3-914.9 MHz) in 200 kHz increments
and 8 downlink channels of 500 kHz bandwidth (923.3 MHz-927.5 MHz) in 600 kHz increments.
Under FCC, there is no duty-cycle requirement on spectrum usage for LoRa in the US but there
is a maximum dwell time of 400ms per channel on uplinks [3, 40]. CR is the amount of Forward
Error Correction (FEC) applied to the message to protect it against burst interference. It ranges
between 1 and 4. SF determines the number of bits encoded in a symbol and ranges from 6 to
12. A higher spreading factor increases the Signal to Noise Ratio (SNR) and, therefore, receiver
sensitivity and the signal range. Higher the SF implies lower bit rate, and hence, the longer the
communication time. LoRa signal data rate is given by SF ∗ 4/(4+CR)

2SF/BW . Depending on the SF and
bandwidth, LoRa achieves data rates between 0.3 kbps and 27 kbps. Semtech claims that the SFs in
LoRa are orthogonal [13] i.e., concurrent transmissions with different SF on the same channel do
not interfere with each other and can be successfully decoded.
In LoRaWAN, the nodes are categorized into three classes. Class A nodes are allowed for

bidirectional communication where each node’s uplink transmission is followed by two short
downlink receive windows. In the Class A mode, nodes locally schedule transmissions based on
their own communication needs with a small variation based on a random time basis (ALOHA-type
protocol). This Class A operation is lowest power-consuming and intended for applications that
only require downlink communication from the gateway shortly after a node’s uplink transmission.
Downlink communications from the gateway at any other time must wait until the next scheduled
uplink. Class B nodes are also allowed for bidirectional communication, where they allow for more
receive slots. In addition to the Class A receive windows, Class B nodes open extra receive windows
at pre-scheduled times. To resolve clock drifts, nodes’ synchronizes their time with the gateway
through time synchronizing beacons. Class C nodes have continuously open receive windows,
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only closed when transmitting. Class C mode consumes higher power but offers the lowest latency
communication from the gateway.

3 SYSTEMMODEL
We consider an LPWAN based on LoRaWAN. A LoRaWAN node is equipped with one half-duplex
radio, enabling transmission or reception of a packet at a time, but not both. In a LoRaWAN network,
a channel and a SF together is called a communication path. We define an uplink communication
path (UCP) as an element in the set of unique combinations of uplink channels and spreading
factors on which a gateway can simultaneously receive packets. Similarly, we define a downlink
communication path (DCP) as an element in the set of unique combinations of downlink channels
and spreading factors on which a gateway can simultaneously transmit packets.
LoRaWAN technical specification from Semtech mentions that two communication paths with

different channels or different SFs are inherently orthogonal to each other, implying that concurrent
transmissions on the same channel and different SFs do not interfere with each other [14]. Some
recent studies have found through experiments that different SFs in LoRa are quasi-orthogonal,
and signals can be decoded only if specific relationships between their power are held [23, 39, 42].
Currently available Commercial Off-The-Shelf (COTS) gateways may have limitations and might
not fully support SF orthogonality. However, gateways that support SF orthogonality will likely be
available in the future. In this paper, we consider concurrent communications on different SFs on
the same channel are orthogonal as per the LoRa specification.
A LoRa gateway has (1 + 𝑚′) radios. One radio enables concurrent reception on 𝑚 uplink

orthogonal communication paths (UCPs), and all other radios enable concurrent transmissions on
𝑚′ downlink orthogonal communications paths (DCPs). UCPs are denoted as 𝑐𝑖 , 𝑐2, · · · , 𝑐𝑚 and
DCPs are denoted as 𝛿1, 𝛿2, · · · 𝛿𝑚′ . All UCPs use a BW of 125 khz, and all DCPs use a BW of
500 kHz. The number of orthogonal SFs available in the network is denoted by 𝜂. The spreading
factor and channel used for the 𝑗𝑡ℎ UCP 𝑐 𝑗 is given by Φ(𝑐 𝑗 ) and 𝜁 (𝑐 𝑗 ), respectively. Similarly, the
spreading factor and channel used for a DCP 𝛿 𝑗 is given by Φ(𝛿 𝑗 ) and 𝜁 (𝛿 𝑗 ), respectively.
We consider an LPWAN with 𝑛 wireless control loops ℓ1, ℓ2, · · · , ℓ𝑛 , where ℓ𝑖 is the control loop

between a sensor node 𝑠𝑖 and actuator 𝑎𝑖 through a controller at the gateway. The controller is
connected via a wi network to the gateway, and the gateway acts as a bridge between the controller
and the wireless network. In industrial automation applications, a sensor node samples a plant
(or a process) state and sends data to the controller (at the gateway) along a UCP. Upon receiving
a plant’s state information, the controller determines control commands and sends them to the
actuators along a DCP. The sampling period of control loop ℓ𝑖 is denoted by 𝑝𝑖 . The deadline 𝑑𝑖 of
control loop ℓ𝑖 equals its period 𝑝𝑖 (i.e., 𝑝𝑖 = 𝑑𝑖 ). This means that the end-to-end communication
between sensor 𝑠𝑖 and actuator 𝑎𝑖 has to be completed within 𝑝𝑖 time units. The actuator 𝑎𝑖 must
receive the control command within 𝑝𝑖 time units after the generation of a sample. The actuator
applies the control command to modify the state of the plant. The objective of RTPL is to meet the
deadlines of the control loops. A control loop ℓ𝑖 is schedulable if it meets its deadline 𝑑𝑖 for all of its
packets. A set of control loops is called schedulable, if every control loop of the set is schedulable.

4 RELATEDWORK
Real-time scheduling for wireless network was studied widely for short range technologies such as
IEEE 802.15.4 standard [43, 44, 51, 56, 64], Bluetooth Low Energy [26, 48] and WiFi [9]. However,
these approaches cannot be applied to a LoRaWAN network due to its unique characteristics such
as (1) asymmetric communication paths between uplink and downlink, (2) nodes’ restriction to
operate in one of the three modes (A, B, or C) with severe energy constraints, and (3) concurrent
reception capability by exploiting orthogonal SFs.
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Existing work on LoRa/ LoRaWAN mostly focuses on improving performance [28, 59], energy
consumption and coverage [27, 29], scalability [39, 41, 50], and packet collision resolution [55, 57, 60–
63]. Several studies [45, 49] have investigated the applicability of LoRaWAN in industrial settings.
However, these studies have not introduced any real-time communication solutions or protocols for
packet transmissions and timing guarantees for LoRaWAN; instead, they have analyzed the potential
of LoRaWAN for industrial use. Some works have applied pre-existing LoRaWAN techniques for
specific real-time monitoring applications such as road traffic monitoring [54] or water-quality
monitoring systems [36]. Our work does not focus on building real-time monitoring systems. Rather
we propose a Real-Time MAC Protocol, which allows autonomous communication of low-energy
LoRaWAN devices.

The potential of LoRa/LoRaWAN in real-time communication and control was explored in recent
works [24, 32, 35, 58, 65]. The work in [65] provides a time-slotted MAC layer on top of LoRaWAN
to improve reliability but does not propose any real-time protocol. While the work in [35] considers
both real-time and non real-time traffic in a LoRaWAN network, it evaluates through simulations
without any implementation on LoRa devices. It provides a general overview of how time slots
should be structured based on the chosen SF and channel but does not propose a real-time algorithm
or slot scheduling mechanism to meet the real-time requirements of nodes. Besides, it relies on the
offline computation of slots without giving any mechanism to assign these slots to the flows to
ensure real-time communication. Also, it considers a simplified model of traffic where all nodes in
the network operate on the same transmission interval and does not consider the scheduling of
downlink actuator commands. As already pointed out in [32], this approach is not applicable to a
real industrial IoT network for real-time communication.

While the approach in [32] considers assigning time slots for uplink communication, it does not
consider any sort of real-time scheduling for downlink communication. It considers time slots of
an equal length while a LoRa transmission’s slot length depends on spreading factor. For example,
the time slot length for a transmission on spreading factor 7 is two times that for a transmission
on spreading factor 6; similarly, the time slot length for a transmission on spreading factor 8 is
two times that for a transmission on spreading factor 7, and so on. Also, the approach leverages
node grouping based on the number of hops in the network requiring a LoRa node to have the
capability of forwarding a packet to another LoRa node while the LoRa nodes are not capable of
direct peer-to-peer communication. The work in [58] has also been proposed by the same authors
based on the assumption that a LoRa node is capable of forwarding a packet to another LoRa node.
Finally, the evaluation of [32, 58] does not show any result to demonstrate its real-time performance.

Enabling real-time communication upon closing the loop over a LoRa network is quite challenging
due to asymmetric spectrum between uplink and downlink and severe energy constraints of the
nodes. Closed-loop communication in LoRa networks has been studied in [24] to enable event-
triggered control. But its proposed co-design does not consider real-time communication. It relaxes
the energy constraints as the actuators need to always remain in continuous listen mode, and also
does not exploit LoRa’s capability of concurrent reception on orthogonal SFs. Most importantly, in
its approach, the nodes contend for data transmission slots before sending the data, which can lead
to collisions and unpredictable latency. In contrast, our approach adopts a time-triggered model and
conflict-free communication, thereby enabling predictable latency and real-time communication.
Our approach exploits LoRa’s capability of parallel reception and preserves energy as both sensors
and actuators only wake up to send or receive data.

5 FEASIBILITY OF CLOSED LOOP REAL-TIME COMMUNICATIONWITH LORAWAN
LoRaWAN facilitates low-latency communication. However, the use of ALOHA-based protocol
in LoRaWAN for uplink communication that causes significant packet collisions, unpredictable
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latencies, and deadlinemisses. Furthermore, it introduces challenges in closing the loop. As described
in Section 4, there is no existing work on closed-loop conflict-free MAC protocol for real-time
communication that consider LoRaWAN’s characteristics. Hence, in this section, we experimentally
investigate the following: (1) Is real-time communication feasible between sensors and gateway?
(2) Is closed-loop real-time communication feasible in LoRa? and (3) Can LoRaWAN adopt existing
wireless sensor-actuator network (WSAN) MAC protocols?

5.1 Can LoRaWAN Ensure Real-Time Guarantees for Uplink Communication?
We conducted an experiment to demonstrate the LoRaWAN performance in a real-time high
traffic scenario. High traffic scenarios with low periods are common for industrial wireless control
applications. Implicit deadline systems (deadline = period) and constrained deadline (deadline
< period) systems are the most common system models. In a monitoring/control application,
delivering a previous packet after a new packet is generated is irrelevant. Hence, a packet must be
delivered before the next packet is generated, thereby making the period an implicit deadline. To
model this behavior, we use an implicit deadline system in our paper.
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Fig. 3. Percentage of deadline
misses.

We ran the experiment with 4 Raspberry Pi 3 with LoRa HAT
from Dragino [4] as LoRa sensor nodes and one Dragino LG308
LoRaWAN gateway with The Things Stack network server [16].
To replicate a high traffic scenario we choose a period and dead-
line of 7𝑠 – the sum of transmission time and length of reception
windows (5s) under the things stack [16]. The nodes transmitted
10-byte packets to the gateway. All nodes used the same channel
to emulate a dense deployment. The nodes used a 5 second receive
window delay as per the recommendations from The Things Stack.
We do not change the reception windows to increase the chance
of successfully receiving an acknowledgment. We measured the
latency between packet generation at the sensor and packet recep-
tion at the gateway. We compared the measured latency with the
deadline to observe the number of packets that meet the deadline.

Fig. 3 shows the number of packets out of 30 that were successfully received before the deadline
by the gateway from each sensor. This result shows that 100% of packets missed the deadline for
each sensor. The results thus show that under high traffic scenarios, LoRaWAN is prone to collisions
and is not suitable for time-sensitive applications/ real-time communication.

5.2 Is Closed-loop Real-Time Communication Feasible under LoRaWAN?
Feedback control loops are the fundamental building blocks in many IIoT and industrial CPS
applications [33]. In a feedback loop, a sensor observes the state of the plant and transmits the
observed state to a controller residing at the gateway. Upon receiving the observed state, the
controller generates a control command and transmits it to the actuator. The current LoRaWANMAC
is not developed for handling such dependencies between uplink and downlink communication. As a
first step, we try to see the feasibility of closing the loop using Class B for downlink communication
while the uplink communications happen in Class A mode. Scheduling downlink messages using
Class B on predetermined time slots would require us to estimate latency of uplink communication.

We perform experiments to demonstrate the latency distribution of packets in uplink communi-
cation. We show that predicting an upper bound of latency (not the minimum possible latency)
is integral to a real-time communication protocol and is highly challenging. We used a similar
experimental setup to that in the previous section. For this experiment, we define latency of a
packet as the time taken to transmit a packet to the gateway and receive an acknowledgment.
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Fig. 4 shows the cumulative distribution function (CDF) of packet latency for 30 packets using
LoRaWAN. We observed that the latency of the packet sent from the same node varies significantly
over a wide range. When the packet was successful in the first attempt, the latency of the packet
was under 0.8 𝑠 . However, if the packet was not successfully received on the first attempt, nodes
waited for their 5 𝑠 receive window, and then retransmitted the packet. After one retransmission,
packets incur a latency of 7.8 𝑠 . We observed that in an outdoor experiment, 94% of the packets
were successfully received after one retransmission while 6% of the packets were received on the
first transmission. In this experiment, we observed an average latency of 7.4 𝑠 and a maximum
latency of 7.8 𝑠 .
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RaWAN.

In industrial internet-of-things, downlink communication on a
control loop (from a gateway to an actuator) follows an uplink com-
munication on the same control loop (from sensor to gateway). To
schedule a downlink communication, the gateway may use a ping
slots for communication. However, to schedule a ping slot, the gate-
way requires an upper bound on the uplink communication latency
prior, to scheduling dissemination. The result from our experiment
shows that estimating an effective upper bound of uplink latency is
quite challenging as uplink communication under LoRaWAN MAC is
prone to collisions, leading to unpredictability in latency. Therefore,
it is challenging to schedule the downlink transmissions using Class
B. Using Class C for downlink is also not a practical option for energy
constrained LoRaWAN nodes as Class C mode has extremely high
energy overhead [5]. This result demonstrates the need for a new approach to close feedback loops
with real-time communication.

5.3 Can we Adopt Existing WSAN MAC Protocols for LoRa?
Real-time communication protocols have been proposed for industrial WSAN based on short-range
wireless technologies like WirelessHART [18] and ISA100.11a [10]. These protocols are mostly
centralized and depend on table-driven scheduling based on Time Division Multiple Access (TDMA).
These protocols make several assumptions like (1) gateways receive from one node at a time, (2)
gateways can either transmit a packet or receive a packet at a time, but not both, and (3) uplink and
downlink communications happen on the same spectrum. These assumptions are ineffectual under
LoRaWAN. In regions like North America, China, and Australia, a LoRa gateway uses asymmetric
uplink and downlink spectrum in terms of band, bandwidth, and spreading factors. A LoRa gateway
can receive multiple packets simultaneously, and it uses multiple radios to transmit and receive
packets concurrently. Currently, the number of available downlink channels for LoRaWAN is
significantly less than uplink, specifically in the US. This asymmetry of uplink and downlink
resources makes it difficult to adopt traditional real-time scheduling techniques in LoRaWAN. One
naive way of tackling this challenge is to use the same number of uplink and downlink channels.
However, this approach leaves the uplink resources mostly under-utilized. Since existing real-time
communication protocols for industrial WSAN assume uplink and downlink communications
happen on the same spectrum, they are not directly applicable to LoRaWAN. Enabling real-time
communication over LoRa for industrial automation needs a new approach.

6 DESIGN OF RTPL
In this section, we design RTPL by developing an autonomous real-time scheduling framework
for LoRaWAN. It is designed by exploiting the concurrent communication capabilities of LoRa. It
also handles frequency hopping, duty-cycling, link failures, network and workload dynamics. For
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simplicity in explanation, we initially describe the design of RTPL when the number of UCPs and
DCPs are the same. Later, we extend the design of RTPL to unequal number of UCPs and DCPs.

6.1 Deciding the Scheduling Approach: Global or Partitioned?
The current LoRaWAN adopts ALOHA or Listen Before Talk (LBT) and is naturally unsuited for
industrial automation. We adopt a Time Slotted Channel Hopping (TSCH) like approach which can
provide predictable latency (and minimize packet collisions) and is prefer in industrial automation
[10, 18].While time-slotted communication needs time synchronization, in RTPL the gateway trans-
mits a piggy-backed time stamp on each downlink communication, i.e., acknowledgments to sensors
and control communication to actuators. The nodes (sensors and actuators) synchronize their local
clocks with the gateway’s clock. This approach reduces the need for additional transmissions for
synchronization and decreases energy consumption. However, it may lead to time synchronization
due to clock drift at the node. To account for synchronization errors during sleep, the time slot
calculation includes the safety margin and packet transmission time on a selected SF. Safety margins
are predetermined by the network manager during the deployment phase, specifically after testing
clock drift at nodes between sampling periods.
We use an online scheduler (discussed in Section 6.2), wherein sensors and actuators locally

generate the communication schedule to communicate with the gateway. During the uplink commu-
nication time slot of a control loop, the sensor sends the state information to the gateway. During
the downlink communication time slot of a control loop, the actuator of that control loop listens to
a control command from the controller forwarded by the gateway.
In RTPL, all nodes (sensors and actuators) operate in time slots. Since a transmission on the

spreading factor 7 with 125 kHz bandwidth results in the smallest transmission time, we calculate
the length of a time slot based on 10 byte packet transmission (suitable packet size to comply
with the maximum dwell time restriction in the US on SF10 and bandwidth of 125 kHz) and its
acknowledgment using spreading SF7 and bandwidth of 125 kHz. We represent the transmission
time of a 10 byte packet using spreading factor 7 and 125 kHz bandwidth by 𝑇𝑡𝑥 (SF7, 125 kHz)
and transmission time of acknowledgments using spreading factor 7 and 125 kHz bandwidth by
𝑇𝑎𝑐𝑘 (SF7, 125 kHz). In the calculation of the time slot length, we also include channel switching
time, packet decoding time, and a short interval (few ms) called guard interval to handle time
synchronization errors. Considering 𝑇𝑑𝑐,𝑠𝑐,𝑔 represents the sum of packet decoding time at the
gateway, channel switching time, and guard interval, the length of the time slot is given by (1).

𝑇𝑘 = 𝑇𝑡𝑥 (SF7, 125 kHz) +𝑇𝑎𝑐𝑘 (SF7, 125 kHz) +𝑇𝑑𝑐,𝑠𝑐,𝑔 (1)

Uplink Tx
Decoding

Channel Switching

Ack

UCP Timeslot

Guard 

Interval

Downlink Tx Ack

DCP Timeslot

Fig. 5. Uplink and downlink
time slot.

The different components used in the computation of the time
slot are illustrated in Fig. 5. An uplink transmission for a control
loop happens on an UCP, while a downlink transmission is done
on a DCP, and they can happen concurrently. Since the packet
transmission time changes with spreading factor, the number of time
slots required to transmit and acknowledge a packet also varies with
UCP and DCP. The time to transmit a packet almost doubles as with
an increase in SF. For example, transmission and acknowledgment of
a 10 byte packet on a UCP with spreading factor 7 takes 1 time slot.
However, transmission and acknowledgment of a 10 byte packet on
a UCPwith spreading factor 8 take 2 time slots and that on spreading
factor 10 takes less than 8 time slots.
If there are𝑚 UCPs then𝑚 nodes can transmit together to the gateway. he gateway can send

control commands to all 𝑚 nodes through a single broadcast message. However, when 𝑛 > 𝑚,
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packets need to be prioritized. Unlike CPU task scheduling, wireless nodes are distributed and
unaware of other nodes’ priorities without which they should not transmit as the packets may
collide. To handle this problem, a centralized approach can be adopted where the gateway tells
which node will send next on each UCP. Such an approach will require all nodes to remain awake
most of the time to listen to the gateway. This is not practical for LPWAN as it is highly energy
consuming. Hence, we shall adopt an autonomous approach where the nodes can decide when to
transmit. We enable this by giving all nodes the periods of all nodes at the beginning of network
operation or if/when periods change. Since time is synchronized, a node knows when the others
will have packets.

Real-time scheduling has two broad approaches – global and partitioned. In the context of LPWAN,
in global scheduling, a control loop is dynamically assigned UCPs and priorities are global across
network. In partitioned scheduling, the set of control loops are partitioned into𝑚 non-overlapping
subsets, called partitions, each partition being assigned one UCP. The control loops of a partition
will always use that UCP.

Global scheduling approach is inefficient for real-time communication as it can suffer from priority
violation problem due to link unreliability and concurrent transmission in LPWAN. Specifically,
when multiple nodes transmit to the gateway, a higher priority transmission may fail while the
lower-priority ones succeed, raising a scenario of retransmitting a higher-priority packet after
transmitting a lower priority one. To avoid such problems, wewill resort to the partitioned scheduling
approach where the priorities are only local to a partition (no global priority), and thus the priority
violation problem is avoided.

6.2 Control Loop Partitioning in RTPL
We adopt the concept of partitioned scheduling in LPWAN as follows.

The gateway partitions the control loops into disjoint groups and each group is assigned a
unique UCP and DCP. The uplink transmissions of the control loops happen on the assigned
UCP and the downlink transmissions happen on the assigned DCP. Loops in one partition do not
interfere with those in another. This greatly simplifies the real-time communication protocol and
reduces overhead. For example, a control loop will need to know the periods of only the control
loops of its own partition. This information only needs to be disseminated once before the start of
network operation. We consider a static partitioning for RTPL i.e., the partitions remain unchanged
once the partitioning algorithm is executed and the loops are assigned UCP/ DCP pairs. However,
the partitioning algorithm may be re-run during the addition of new control loops, and the new
partition information may be broadcasted. In TSCH, a time slot is assigned to a packet transmission
and its acknowledgement. At the start of a new time slot, control loop 𝑙𝑖 can preempt another
control loop 𝑙 𝑗 . Hence, we adopt a preemptive scheduling approach, simplifying scheduling.

In each partition, packets are scheduled based on fixed priority such as Deadline Monotonic (DM)
or dynamic priority such as Earliest Deadline First (EDF). EDF schedules a task based on its absolute
deadline. We break ties based on predetermined policy, such as first come first serve or lower index
first, which is distributed to nodes during network deployment. Since EDF is optimal for preemptive
scheduling on a single processor [25], it can offer high schedulability. Thus, we consider partitioned
EDF scheduling for RTPL.

During the network deployment, each control loop is assigned a fixed number of retransmission
attempts along uplink and downlink communication path to account for link failures. The gateway
broadcasts the packet transmission period and the number of retransmission attempts on uplink
and downlink communication paths for all control loops within the same partitions. Using the
period and number of retransmissions, nodes compute a packet transmission or reception time
using the EDF scheduler. Sensors compute the packet transmission time to transmit a packet,
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while actuators compute packet reception time to receive control command from the gateway.
If the packet transmission fails on the first time slot, a node may use its retransmission slots to
successfully transmit (or receive) a packet. Upon successful transmission, nodes sleep until their
next packet transmission time to save energy.

6.3 Challenges of Partitioning in RTPL
There are a number of key challenges in adopting partitioning techniques to LoRaWAN as described
below.
First, multiprocessor task partitioning assumes that a task’s execution requirement remains

same on all processors. However, in LoRaWAN, the number of time slots required to transmit a
packet varies across UCP/ DCP. Furthermore, to improve the reliability of a packet transmission,
the nodes (sensors and actuators) can use additional time slots for retransmissions, similar to
existing WSAN technologies [18]. To ensure a high reliability of communication, the sensor of
control loop ℓ𝑖 allocates 𝑟

𝑢𝑝

𝑖
(𝑐𝑘 , 𝛿𝑘 ) time slots to transmit a packet on UCP 𝑐𝑘 and receive an

acknowledgment on DCP 𝛿𝑘 . Similarly, the actuator allocates 𝑟𝑑𝑜𝑤𝑛
𝑖
(𝑐𝑘 , 𝛿𝑘 ) time slots to receive

a control message of ℓ𝑖 on DCP 𝛿𝑘 and transmit an acknowledgment on UCP 𝑐𝑘 . Note that the
values of 𝑟𝑢𝑝

𝑖
(𝑐𝑘 , 𝛿𝑘 ) and 𝑟𝑑𝑜𝑤𝑛

𝑖
(𝑐𝑘 , 𝛿𝑘 ) are pre-computed by the network manager and disseminated

to all nodes during network deployment. Similar to task worst-case execution time on processor,
we define worst-case entailed time (WCET) for a control loop ℓ𝑖 as the total number of time slots
allocated for its uplink and downlink transmissions. That is, the WCET of control loop ℓ𝑖 , is given as
𝑟𝑖 (𝑐𝑘 , 𝛿𝑘 ) = 𝑟

𝑢𝑝

𝑖
(𝑐𝑘 , 𝛿𝑘 ) + 𝑟𝑑𝑜𝑤𝑛

𝑖
(𝑐𝑘 , 𝛿𝑘 ). The WCET of a control loop represents its time of successful

end-to-end (sensor to actuator) communication in the poorest conditions (requiring a retransmission
in each allocated time slot).
Second, the utilization of a control loop, given by the ratio of WCET and its period, is used in

traditional partitioning algorithms to determine the schedulability of a loop in a partition. However,
in processor scheduling the WCET (standing for worst-case execution time) of a task is considered
fixed and known prior to the partitioning. In RTPL, the WCET of a loop depends on its assignment
to a UCP/ DCP.
Third, the position of the sensors and actuator may limit the availability of some UCPs with

lower SFs to the control loop. Typically, the longer the distance between a node (sensor/actuator)
and the gateway, the higher the required SF for a successful transmission. Thus, control loops may
be constrained to operate on a specific set of UCPs based on the SNR at the gateway. While the
bin-packing algorithms are traditionally adopted in task partitioning on multiprocessor platforms
[25], directly applying those algorithms in RTPL with multiple UCPs and DCPs may lead to un-
schedulability even under a very low network utilization.
Finally, the number of UCPs 𝑚 is usually greater than number of DCPs 𝑚′ due to regional

regulations. For example, in North America 64 uplink channels are available, while the number
of downlink channels is 8. Thus, the same control loop is scheduled in parts as uplink and downlink
communication on different sets of UCPs and DCPs. This is challenging because the partitioning in
the uplink impacts the partitioning in the downlink and vice versa. Such unique scenario has never
been explored in traditional real-time scheduling and requires a new approach. In multiprocessor
scheduling, a task upon partitioning executes solely on its assigned processor.

Due to the above mentioned challenges, an optimal partitioning for RTPL can be a significantly
hard problem. We do not formulate and identify the complexity class of the problem. We leave the
formulation and classification as an open problem that we will study in the future. We develop a
partitioning heuristic for RTPL, described in the following section.
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6.4 The Partitioning Algorithm
We develop the partitioning algorithm for RTPL by addressing the challenges described in the
above section and by incorporating the characteristics of a LoRaWAN network into the well-known
bin-packing heuristics. We first describe the algorithm assuming the same number of UCPs and
DCPs. Later, we extend it to handle cases where the total number of DCPs is less than that of UCPs.
Assuming an equal number of UCPs and DCPs, we first pair UCPs and DCPs with the same

spreading factor. A control loop ℓ𝑖 that is allocated a UCP 𝑐𝑘 is also allocated its corresponding
DCP, 𝛿𝑘 . The sensor of control loop ℓ𝑖 uses UCP 𝑐𝑘 and DCP 𝛿𝑘 to transmit a message and receive
an acknowledgment, respectively. Similarly, the actuator of ℓ𝑖 uses DCP 𝛿𝑘 to receive a control
message and UCP 𝑐𝑘 to acknowledge the reception. In such a situation, if the acknowledgment
transmission by the gateway is not synchronized with the acknowledgment transmission by the
actuator, it can cause packet collisions. To avoid such collision, we enforce the acknowledgments
to start at the same time by (1) employing the same number of time slots (𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 )) for sensors
and actuators of ℓ𝑖 to transmit sensor messages and receive control messages, respectively, and (2)
forcing the gateway and actuator to start acknowledgments for ℓ𝑖 at the same time within 𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 )
time slots. Typically, a sensor uses 125 kHz bandwidth to transmit a sensor message, while the
gateway uses 500 kHz bandwidth to transmit a control message. Thus, the number of time slots
required to transmit an uplink packet from the sensor is greater than that required to receive a
downlink packet at the actuator of the same control loop. When the number of UCPs is the same as
the number of DCPs, we can compute 𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 ) as the number of time slots allocated to the sensor
of control loop ℓ𝑖 , i.e., 𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 ) = 𝑟

𝑢𝑝

𝑖
(𝑐𝑘 , 𝛿𝑘 ). Using 𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 ), the WCET of control loop ℓ𝑖 can be

computed as 𝑟𝑖 (𝑐𝑘 , 𝛿𝑘 ) = 2𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 ).

Input: Set of all control loops 𝐿, Set of all UCP/ DCP pair, 𝑉
Output: Set of Partitions {𝜋 (𝑐𝑘 , 𝛿𝑘 ) 𝑘 = 1, 2, · · · ,𝑚}
for 𝑙𝑖 ∈ 𝐿 do

𝑉𝑖 ← ComputeAvailableCP(𝑙𝑖 )
end for
𝐿′ ← sort 𝐿 in increasing order of |𝑉𝑖 |
for 𝑙𝑖 ∈ 𝐿′ do

assigned← FALSE
for (𝑐𝑘 , 𝛿𝑘 ) in 𝑉𝑖 do

𝜌 (𝑐𝑘 , 𝛿𝑘 ) ← 1 − 𝑢 (𝑖, 𝑘) −∑ℓ𝑗 ∈𝜋 (𝑐𝑘 ,𝛿𝑘 ) 𝑢 ( 𝑗, 𝑘) {Compute Remaining capacity of UCP/ DCP pair}
end for
𝑃 ′ ← sort 𝑉𝑖 in decreasing order of 𝜌
for (𝑐𝑘 , 𝛿𝑘 ) in 𝑃 ′ do

if
∑
ℓ𝑗 ∈𝜋 (𝑐𝑘 ,𝛿𝑘 ) 𝑢 ( 𝑗, 𝑘) ≤ 1 then

𝜋 (𝑐𝑘 , 𝛿𝑘 ) ← 𝑙𝑖
assigned← TRUE

end if
end for
if assigned ≠ TRUE then

return FAILURE
end if

end for
Algorithm 1: Worst-fit-UCP-increasing

In RTPL, the performance of bin-packing heuristics heavily depends on the ordering of the control
loops to be assigned. One popular approach is to order the control loops based on their utilization.
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However, in this case, the utilization of a control loop varies with the assignment. Specifically, the
utilization of a control loop ℓ𝑖 with period 𝑝𝑖 that is assigned to a UCP/DCP pair 𝑐𝑘 ,𝛿𝑘 is given by
𝑢𝑖,𝑘 =

𝑟𝑖 (𝑐𝑘 ,𝛿𝑘 )
𝑝𝑖

where the WCET 𝑟𝑖 (𝑐𝑘 , 𝛿𝑘 ) of ℓ𝑖 depends on the UCP/DCP pair (𝑐𝑘 , 𝛿𝑘 ). Hence, the
actual utilization of the control loop can only be determined after an assignment. Furthermore,
some control loops may be restricted to fewer usable spreading factors due to low SNR, and longer
distance between node (sensor/actuator) and the gateway. To address the above limitation, we
propose a partitioning heuristic called worst-fit-UCP-increasing for RTPL. Algorithm 1 shows the
pseudocode for our partitioning heuristic. Since some SFs are not usable by a control loop due to
low SNR values, the heuristic starts by computing the smallest acceptable SF for each control loop.
The smallest acceptable SF for a control loop is the smallest SF that enables reliable transmission
both from sensor to gateway and from gateway to actuator. Note that the smallest acceptable SF
can be computed during network deployment through physical experiments or well-known radio
propagation loss models [53]. The heuristic then generates the list of acceptable UCP/ DCP pairs
by selecting the pairs that have a spreading factor greater than or equal to the smallest acceptable
spreading factor. We denote the set of acceptable UCP/ DCP pairs of a control loop ℓ𝑖 by 𝑉𝑖 ⊆ 𝑉 ,
where 𝑉 is the set of all UCP/ DCP pairs.

As control loops with the lowest number of acceptable UCP/ DCP pairs are more likely to cause a
control loop set to be unschedulable, we order the nodes in increasing order of number of acceptable
UCP/ DCP pairs. The algorithm iterates over the orde list of control loops. For a control loop ℓ𝑖 , it
first computes the remaining capacity. Considering 𝜋 (𝑐𝑘 , 𝛿𝑘 ) as the set of control loops currently
allocated to UCP/ DCP pair (𝑐𝑘 ,𝛿𝑘 ), we define the remaining capacity of (𝑐𝑘 ,𝛿𝑘 ) pair as the difference
between 1 and sum of the utilization of ℓ𝑖 on UCP/ DCP pair (𝑐𝑘 ,𝛿𝑘 ) and the total utilization of
the (𝑐𝑘 ,𝛿𝑘 ), i.e., 1 − 𝑢 (𝑖, 𝑘) −

∑
ℓ𝑗 ∈𝜋 (𝑐𝑘 ,𝛿𝑘 ) 𝑢 ( 𝑗, 𝑘). Note that the remaining capacity of 𝑐𝑘 includes

the utilization of ℓ𝑖 , and a remaining capacity of 0 indicates that the allocating ℓ𝑖 maxes out the
utilization of the UCP/ DCP pair (𝑐𝑘 ,𝛿𝑘 ). Similarly, a negative remaining capacity indicates that
allocating the control loop ℓ𝑖 to (𝑐𝑘 ,𝛿𝑘 ) causes packet failures. Upon computing the remaining
capacity, the algorithm orders the acceptable UCP/ DCP pairs in the decreasing order of their
remaining capacity. It iteratively selects one UCP/ DCP pair and verifies if ℓ𝑖 is schedulable on the
selected pair. To test the schedulability of the control loop, we use the RTPL schedulablity test
for UCP/ DCP pair given by:

∑︁
ℓ𝑗 ∈𝜋 (𝑐𝑘 ,𝛿𝑘 )

𝑢 ( 𝑗, 𝑘) ≤ 1 (2)

The schedulablity test for UCP/ DCP pair is an exact test for a single communication path. Since
a control loop schedulable on a single communication path is also said to be schedulable on two
communication paths (i.e.,UCP/ DCP pair), the schedulability test for UCP/ DCP pair is only a
sufficient schedulability condition for a single partition in RTPL. If ℓ𝑖 is schedulable, the algorithm
continues with the next control loop. If a control loop is not schedulable on any acceptable UCP/
DCP pairs, then it stops with a notification that the control loop set cannot be partitioned. Upon
the completion of the heuristic, if the partitioning is successful, i.e., all control loops are assigned a
UCP/ DCP pair, it is a guarantee that they are schedulable (that is, each control loop shall meet its
deadline). This comes from the fact that each partition is schedulable (as it passed the schedulability
test). Note that a successful partitioning is only a sufficient condition for schedulability. Therefore,
in case of unsuccessful partitioning, nothing can be concluded about the schedulability of the loops.
In the worst-fit-UCP-increasing partitioning, the choice of assigning UCP/ DCP pairs based on
increasing remaining utilization stems from the fact that it balances the number of control loops
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assigned across all available UCPs. Thus, it minimizes the average energy consumption of all nodes
in the network.

Upon partitioning, every node is informed of its UCP/ DCP pair and the periods of other control
loops on its partition. Nodes (sensors, gateway and actuators) can locally generate a schedule of
all transmission based on the EDF policy. This schedule can be used to sleep, transmit/receive
packets, and transmit/receive acknowledgments. Note that our proposed partitioning approach can
be generalized to any number of UCP/ DCP pairs and can be extended to SigFox which is similar
to LoRaWAN. Furthermore, our approach can be extended to any of the following bin-packing
heuristics [34], which we call as heuristic variants of RTPL.
RTPL-BFD: The best-fit-decreasing heuristic places each item in the bin where it leaves the smallest
empty space. RTPL-BFD is a variation of RTPL following the best-fit decreasing heuristic, where
the nodes are orde in decreasing order of utilization and the UCP with the least remaining capacity
is chosen first for assigning a loop.
RTPL-WFD: The worst-fit-decreasing heuristic places each item in the bin where it leaves the
largest empty space, creating a new bin if necessary. RTPL-WFD is a variation of RTPL following
the worst-fit decreasing heuristic, where loops are ordered in decreasing order of utilization.
RTPL-FFD: The first-fit-decreasing heuristic places each item in the first bin where it fits, moving
sequentially through bins. RTPL-FFD is a variation of RTPL following the firs-fit decreasing heuristic,
where the loop is assigned to the first UCP with enough capacity to schedule it. Loops are ordered
in decreasing order of utilization.
RTPL-BFUI: The RTPL-best-fit-UCP-increasing heuristic is a variation of RTPL based on best-fit
heuristic, where the nodes are ordered by available UCPs.
RTPL-FFUI: The RTPL-first-fit-UCP-increasing heuristic is a variation of RTPL based on first-fit
heuristic, where the nodes are ordered by available UCPs.

Schedulability Analysis:
In real-time process control applications, schedulability analysis is widely used to determine,

both during the design time and for online admission control, if a given set of control loops/flows
can meet their deadlines. It determines whether the end-to-end communication between a sensor
and an actuator could be completed within the deadline. Hence, it facilitates proactive network
management by enabling network manager to plan ahead and adjust workloads.

If there exists a transmission schedule ensuring no deadlines are missed, the set of control loops
is termed as schedulable. The two main approaches for schedulability analysis are end-to-end delay
bound analysis and utilization bound analaysis. By specifying the maximum possible utilization of
all flows in the network, a utilization bound analysis determines whether the flows are schedulable
based on whether the total utilization remains within the network’s maximum achievable utilization.
The utilization-based schedulability test is regarded as one of the most efficient and effective tests
due to its notably low run time overhead. A schedulability test is sufficient if any set of control
loops, determined as schedulable by a schedulability test, is indeed schedulable.
Upon the completion of our proposed partitioning heuristic, if the partitioning is successful, it

is a guarantee that each control loop is schedulable. This comes from the fact that each partition
is schedulable (as it passed the schedulability test). However, running the complete partitioning
algorithm to check schedulability is overly time consuming and computationally complex. To
reduce the computation complexity, we propose a sufficient condition for partitionability. If
this condition is fulfilled, successful partitioning of control loops is ensured, thereby ultimately
guaranteeing the schedulability of the control loops.
Many task partitioning algorithms for CPU scheduling were studied in the literature based on

various bin packing heuristics. The first-fit-decreasing bin-packing heuristic provides an effective
partitioning in real-time task scheduling on multiprocessor [21]. It assigns a task to the first
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processor with enough remaining capacity, measured by considering each of its already assigned
task’s demand bound function (DBF) [22]– the largest cumulative execution time requirement of all
jobs (packets of a control loop in our case) generated by the task (control loop) with both release
times and deadlines within a contiguous time interval, 𝑡 . Considering 𝑟𝑖 as the worst case entailed
time (WCET) needed by a control loop and utilization 𝜇𝑖 =

𝑟𝑖
𝑝𝑖
, DBF and its approximation [20]

can be extended to a control loop ℓ𝑖 with period 𝑝𝑖 and deadline 𝑑𝑖 as follows

DBF(ℓ𝑖 , 𝑡) = max
(
0,
( ⌊ 𝑡 − 𝑑𝑖

𝑝𝑖

⌋
+ 1

)
𝑟𝑖

)
≈
{
0, if 𝑡 < 𝑑𝑖 ;
𝑟𝑖 + 𝜇𝑖 (𝑡 − 𝑑𝑖 ), otherwise.

(3)

Based upon the DBF function, the load of the task system, denoted by 𝜆, is defined as

𝜆 = max
𝑡>0

( 𝑛∑
𝑖=1

DBF(ℓ𝑖 , 𝑡)

𝑡

)
(4)

The schedulability analysis in [21] provides a sufficient schedulability condition in terms of 𝜆,
𝜇max = max{𝜇𝑖 |1 ≤ 𝑖 ≤ 𝑛}, and 𝜇sum =

∑𝑛
𝑖=1 𝜇𝑖 , given by

𝑚 ≥ 2(𝜆 − 𝜇max) + 𝜇sum
1 − 𝜇max

. (5)

If the condition is met, all tasks meet deadlines upon partitioning. The above schedulability
condition was proposed for any ordering, hence we may tailor it with RTPL partitioning algorithm
to derive the sufficient condition for partitionability as described below. We consider a network
to processor scheduling mapping, where (i) a unique UCP is analogous to a processor and (ii) a
packet transmission and its associated ACK is analogous to a task execution on a processor for one
time unit. RTPL partitioning algorithm assigns the control loops in non-increasing order of the
size of the subset of available UCPs as ℓ1, ℓ2, · · · , where |𝑉𝑖 | ≤ |𝑉𝑖+1 | or |𝑉𝑖 | = |𝑉𝑖+1 | and 𝑢𝑖,𝑘 ≥ 𝑢𝑖+1,𝑘
for 1 ≤ 𝑖 ≤ 𝑛. As there can be multiple nodes with the same number of UCPs, we break ties by
ordering them in non-increasing order of their utilization in the UCP 𝜋𝑘 ∈ 𝑉𝑖 where Φ(𝑝𝑖𝑘 ) = 𝛾𝑖 .
We allocate 1 time slot for the uplink transmission and 1 time slot for the downlink transmission,
without considering the retransmissions, and get the WCET, 𝑟𝑖 = 2. Note that in LoRa, the number
of time slots requi to transmit a packet varies across UCP/ DCP. Thus, we consider time slot lengths
of UCPs and DCPs to be based on their spreading factor. Particularly, we consider the longest time
slot across all the spreading factors. Leveraging the above definitions of 𝑟𝑖 and 𝜇𝑖 , we rewrite the
Eq. (3) as follows.

DBF′ (ℓ𝑖 , 𝑡) = max
(
0,

( ⌊ 𝑡 − 𝑑𝑖
𝑝𝑖

⌋
+ 1

)
2
)

≈
{
0, if 𝑡 < 𝑑𝑖 ;
2 + 2(𝑡−𝑑𝑖 )

𝑝𝑖
, otherwise.

(6)

Using Eq.(6), we can revise Eq.(4) as follows.

𝜆′ = max
𝑡>0

( 𝑛∑
𝑖=1

DBF′ (ℓ𝑖 , 𝑡)

𝑡

)
(7)
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Finally, using Eq. (7), we revise Eq. (5) to give the sufficient condition for partitionability, where
a control loop ℓ𝑖 can be successfully scheduled on𝑚 UCPs under EDF scheduling as.

𝑚 ≥ 2(𝜆′ − 𝜇max) + 𝜇sum
1 − 𝜇max

(8)

Note that since we use the longest time slot to derive the above condition for RTPL, this condition
is analogous to identical processors and is slightly pessimistic.

6.5 Handling Retransmissions
Due to channel noise, a control loop may face transmission failures. Thus, we pre-assign time slots
for possible retransmissions. These slots may remain unused if the transmission succeeds in the
first slot. Consequently, the partitioning result will also be affected. This is especially challenging
for the UCPs and DCPs which use the higher SFs as their capacity is low due to the high time
slot length. Note that, the UCP and DCPs using a higher SFs are robust to interference and rarely
trigger retransmissions. Thus, instead of using a fixed number retransmission slot for all partitions,
we propose to use a variable number of retransmissions depending on the UCP/ DCP pair.

Specifically, we assign 𝜅 (𝑐𝑘 , 𝛿𝑘 ) slots for each transmission made on UCP/ DCP pair (𝑐𝑘 , 𝛿𝑘 ). A
value of 𝜅 (𝑐𝑘 , 𝛿𝑘 ) can be considered as an upper bound of expected number of transmissions on
UCP/ DCP pair (𝑐𝑘 , 𝛿𝑘 ) and can be predetermined from historical data. Thus, the WCET for each
control loop assigned to UCP/ DCP pair becomes 𝑟𝑖 (𝑐𝑘 , 𝛿𝑘 ) = 2𝛼𝑖 (𝑐𝑘 , 𝛿𝑘 )𝜅 (𝑐𝑘 , 𝛿𝑘 ) . Note that, The
same number retransmissions 𝜅 (𝑐𝑘 , 𝛿𝑘 ) is used for all UCP 𝑐𝑘 with same SF. This maintains the
validity of our downlink partition which groups the control messages for loops assigned to the
UCPs with same SF and transmits them using the same number of retransmissions 𝜅 (𝑐𝑘 , 𝛿𝑘 ).

6.6 Handling Workload and Network Dynamics
Due to the dynamic nature of network workloads, the period of a control loop may change over
time to meet application requirements. This may lead to increased utilization of the control loop.
The partitioning heuristic for RTPL typically balances the remaining capacity across all UCP/
DCP pairs. This means that small variations of workload may be handled without re-running the
partitioning heuristic, as long as the current partition is still schedulable under the new utilization
of the loop. Thus, in case of small variations in workload, the network server can notify about it
to the other loops in the partition, which can then update their schedules accordingly, without
needing to re-execute the partitioning heuristic. However, the partitioning heuristic is re-executed
if the workload changes significantly. Similarly, if the signal-to-noise (SNR) ratio on a channel
becomes extremely low, i.e, a channel becomes overly noisy, the gateway can blacklist it and re-run
the partitioning algorithm excluding that channel.

6.7 Handling Different Numbers of UCPs and DCPs
Regional regulations typically limit the number of DCPs to be less than the number of UCPs, e.g.,
in the US, number of UCPs is 64 while the number of DCPs is 8. This is because DCPs require
separate radios, due to which a high number of DCPs become expensive. One approach to address
this limitation is to use only𝑚′ UCPs in the uplink partition, but this can lead to under-utilizatiion
of the network.

LoRaWAN uses a narrow bandwidth of 125 kHz for uplink communication and a broad bandwidth
of 500 kHz for downlink communication. The higher bandwidth of downlink communication allows
us to group packets from multiple UCPs on a single DCP. In RTPL, we group control messages from
multiple control loops into a single downlink communication message. This grouping of multiple
packets changes the mapping between UCPs and DCPs to many-to-one, where multiple UCPs with
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the same SF are mapped to a single DCP. Specifically, we generate a partition 𝜋 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 )
where Φ(𝑐𝑖 ) = Φ(𝑐 𝑗 ) = · · · = Φ(𝑐𝑘 ) = Φ(𝛿𝑝 ). For example, 𝑐1, 𝑐2, 𝑐3 and 𝑐4 can be mapped to 𝛿1. In
such a mapping, if the gateway receives a packet from control loops ℓ1, ℓ2, ℓ3 and ℓ4 on UCPs 𝑐1, 𝑐2,
𝑐3 and 𝑐4, respectively, then the gateways acknowledges all transmission with a single grouped
message on 𝛿1. Similarly, the gateway also groups the control messages of ℓ1, ℓ2, ℓ3 and ℓ4 and
transmits the grouped message on 𝛿1.

Packet grouping results in increase of the number of time slots required by the gateway. However,
we have observed that such overhead isminimal for LoRaWAN since it uses non-uniform bandwidths
for uplink and downlink communications, with the downlink bandwidth being higher. This results
in a 74% reduction in airtime for downlink communication, which offsets the increase in time slots
caused by packet grouping. For example, transmission of a 10 byte packet on spreading factor 10
with a 125 kHz bandwidth takes 320.7 ms while it takes only 92.7 ms on 500 kHz bandwidth [3].
Thus, LoRaWAN enables the grouping of 4 downlink packets with minimal overhead. Note that the
number of time slots allocated to the sensor may vary from that allocated to the actuator of the
same control loop actuator depending on the grouping used. When the number of UCPs is greater
than the number of DCPs, we compute the WCET of a control loop ℓ𝑖 based on the maximum of
number of time slots allocated to a sensor of ℓ𝑖 and number of time slots allocated to an actuator of ℓ𝑖 .
Specifically, WCET of control loop ℓ𝑖 can be computed as 𝑟𝑖 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ) = 2𝛼𝑖 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ) =
2max

(
𝑟
𝑢𝑝

𝑖
(𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ), 𝑟𝑑𝑜𝑤𝑛

𝑖
(𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 )

)
. The partitions can now be generated using the

new grouping and WCET. Note that RTPL is a general protocol, with an extended capability to
handle channel asymmetry without throttling its potential for massive concurrent reception. It can
work effectively when the number of available DCPs is same as the number of UCPs, as well as
when the total number of UCPs are greater than the total number of DCPs.

6.8 Handling Channel Hopping and Duty-Cycling
There is a maximum dwell time regulation of 400ms on any channel for LoRa nodes in the US.
However, nodes with an output power of 21dBm and using only 8 uplink channels are exempt from
this channel hopping regulation [3]. The nodes are further required to implement pseudo-random
channel hopping before every transmission in case a node utilizes at least 50 uplink channels. To
handle the channel hopping regulation, we can extend our framework by assigning each UCP a
predetermined sequence of frequency hopping. The gateway shares this sequence with the nodes
in the partition. After each time slot, the node hops to the next channel as per the predetermined
sequence. Although the physical channel of a UCP changes due to hopping, the partitioning remains
unchanged because all nodes within a partition switch to the same channel.

In some regions, such as North America, LoRaWAN networks can host a relatively high workload
and applications with real-time requirements, as there are no duty-cycle regulations. While in
some regions there are tight duty cycle requirements. For example, to ensure fair usage of the
spectrum in Europe, the duty cycle is typically set to 1% when using the ALOHA protocol and no
restrictions when using the LBT protocol. ETSI (European Telecommunications Standards Institute)
has segmented the European ISM frequency band into 6 sub-bands (K, L, M, N, P, and Q) and
imposed additional restrictions on the duty cycle as (K 0.1%, L 1%, M 1%, N 0.1%, P 10% and Q 1%)
[6]. RTPL can be easily extended to handle duty-cycling requirements in such regions. This can be
done by changing the partitioning approach by stalling UCP/DCP pairs with dummy control loops.
Specifically, for each UCP/DCP pair with a duty-cycle, 𝑑 , we assign a dummy control loop with a
utilization of (1 − 𝑑). This ensures that our partitioning approach complies with the duty-cycle
regulation. It is understandable that with duty-cycle requirement the network may support lesser
workload.
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6.9 Summarizing RTPL
In this section, we summarize RTPL. In RTPL, node partitioning and UCP/DCP pair assignment
occur at the gateway, while packet transmission scheduling and retransmissions are managed at
the nodes.
In RTPL, the gateway first pairs UCPs and DCPs with the same spreading factor to create

partitions. If the number of available UCPs is the same as that of available DCPs, a partition consists
of one UCP and DCP with the same SF, represented as 𝜋 (𝑐𝑖 , 𝛿 𝑗 ). If the number of UCPs is greater
than the number of DCPs, a partition contains multiple UCPs and one DCP, wherein all UCPs and
DCPs have the same SF, represented as 𝜋 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ). The set of all partitions is represented as
Π.
Upon calculating the partitions, the gateway calculates the time slot length using Eq. (1). When

the number of UCPs is greater than the number of DCPs, the gateway groups the control command
messages of multiple control loops into a single packet. The number of control commands grouped
in a single packet is upper bounded by the number of UCPs in a single partition. The time slot
length is calculated using the transmission time for transmitting a single grouped packet on a DCP
with the smallest SF, acknowledgment from one actuator, and 𝑇𝑑𝑐,𝑠𝑐,𝑔.

The gateway collects SNR information, the distance of the nodes from the gateway, and the
smallest acceptable SF for each control loop ℓ𝑖 . The smallest acceptable SF is used to identify the set of
acceptable partitions for each control ℓ𝑖 . The set of acceptable partitions of a control loop ℓ𝑖 is denoted
by Π𝑖 ⊆ Π. The gateway also computes the number of retransmission attempts for each control loop
ℓ𝑖 to meet the reliability requirement and its WCET. The WCET of a control loop ℓ𝑖 is also calculated
as 𝑟𝑖 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ) = 2𝛼𝑖 (𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ) = 2max

(
𝑟
𝑢𝑝

𝑖
(𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 ), 𝑟𝑑𝑜𝑤𝑛

𝑖
(𝑐𝑖 , 𝑐 𝑗 , · · · 𝑐𝑘 , 𝛿𝑝 )

)
.

Upon calculating the WCET of each control loop, the gateway assigns nodes to partitions using
the worst-fit-UCP-partitioning algorithm, as described in Sec. 6.4. The algorithm iteratively selects
a partition from the set of acceptable partitions and verifies if a control loop is schedulable on
the selected partition using the RTPL schedulability test given by Eq. (2). When a control loop
is schedulable on a selected partition, it is assigned to the selected partition, and the algorithm
continues with the following control loop. If a control loop is not schedulable on any acceptable
partition, the algorithm stops with a notification that the control loop is not schedulable. RTPL
algorithm running at the gateway is presented in Algorithm 2.

Input :Set of control loops 𝐿, set of all available UCPs𝑈 , and set of all available DCPs 𝐷
Output :Set of partitions Π
STEP 1: Generate the set of partitions Π.
STEP 2: Compute the time slot length for a partition with the smallest SF.
STEP 3: Repeat Steps 4 - 5 for each control loop ℓ𝑖 .
STEP 4: Compute the smallest_SF for loop 𝑙𝑖 based on the SNR and distance to gateway.
STEP 5: Compute the set of acceptable partitions Π𝑖 for control loop ℓ𝑖 .
STEP 6: Partition the control loops using Algorithm 1, worst-fit-UCP-increasing
partitioning algorithm.
STEP 7: Repeat Step 8 for each partition.
STEP 8: Disseminate the periods and WCET of all control loops in a partition to all end
devices of the partition.

Algorithm 2: RTPL at the gateway.

The RTPL schedulability for a partition with one UCP and DCP is the same as the schedulability
condition for a partition with multiple UCPs and one DCP.When the number of UCPs is greater than
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the number of DCPs, one downlink channel simulates the behavior of multiple downlink channels
by transmitting multiple downlink communication in a single time slot. Specifically, the gateway
acknowledges multiple uplink transmissions on one DCP within the same slot. Additionally, the
gateway transmits multiple control commands on one DCP in one slot. Thus, RTPL schedulability
for a partition with one UCP and DCP is the same as the schedulability condition for a partition
with multiple UCPs and one DCP.

Upon receiving the periods and WCET of all control loops within a partition, nodes generate
and follow the EDF schedule locally. Specifically, sensors generate the EDF schedule to identify
the next packet transmission slot. If the packet transmission is successful on the first attempt, the
sensor sleeps until it is time to transmit the next packet. However, if the packet transmission fails,
the sensor continually finds the next retransmission slot from the EDF schedule and attempts to
retransmit the packet until it succeeds or runs out of retransmission slots. Similarly, an actuator
generates an EDF schedule to identify the next slot to receive a packet from the gateway. Upon
receiving a packet, actuator sleeps until its next scheduled packet reception slot.

7 IMPLEMENTATION
We have implemented RTPL using Raspberry Pi LoRa HAT (LoRaHAT) and Dragino LG308 Lo-
RaWAN gateway (GW) as LoRa nodes and gateway, respectively [4]. LoRaHAT is a commercial-
of-the-shelf (COTS) module that offers low-cost, ultra low-power LoRaWAN implementation. Its
design is based on the SEMTECH SX1276 LoRa transceiver [11]. The GW implements SEMTECH
packet forwarder and is compatible with the existing LoRaWAN protocol. It includes one SX1301
chip, which contains a LoRa IP concentrator, and two SX1257 chips allowing for ten parallel demod-
ulation paths. We use the Things Stack network server from The Things Industries [16]. It is an open
source and widely used LoRaWAN network server. Due to the lack of a working implementation of
LoRaWAN class B mode at the time of experiment, we emulate class B operation with the help of
Internet-based time synchronization. Namely, all Raspberry pi’s were connected to the Internet
through WiFi, thus even without a dedicated time-synchronization protocol they all had almost
similar timestamps. We use a guard band of 100 ms to reduce any packet collisions due to time
synchronization errors and to account for the clock drifts over a long synchronization period. In
our experiments, we store the EDF schedule locally at each node. We assigned a time slot of 7
seconds based on Eq. (1). Note that this includes a 5 second receive window delay recommended by
the The Things Stack for sending an acknowledgment.

8 EXPERIMENTS
In this section, we evaluate the performance of RTPL in different environments (indoor and outdoor)
in a large metropolitan city in the US. As discussed in Section 4, there are some existing works
that explore the potential of LoRa/ LoRaWAN in real-time communication and control [32, 35, 65].
However, these works are not comparable with RTPL. Specifically, the work in [65] discusses the
potential of LoRaWAN to enable real-time control but does not propose any real-time protocol.
The work in [35] does not provide a slot-scheduling algorithm to meet real-time requirements. The
scheduling proposed in [32, 58] does not consider the different time requirements for transmissions
on different spreading factors and rely on the assumption that LoRa nodes are capable of direct
peer-to-peer communication. Hence, we evaluate the performance of RTPL by comparing it with
LoRaWAN.

8.1 Indoor Deployment
8.1.1 Setup. The indoor experiments are carried inside a building at our location. We use the same
deployment (keeping the positions of the nodes and the GW unchanged) for experiments with
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LoRaWAN and RTPL. In all the experiments, we run the partitioning algorithm for RTPL. We use
the following default parameters setting for experiments in this Section unless stated otherwise.
• Period: 7, 14, 56, 112 (seconds)
• SF: 7, 8, 9, 10
• Deadline = period
• Frequencies: 903.9-904.7 MHz
• Packet size: 10 bytes
• Bandwidth: Uplink: 125 kHz, Downlink: 500 kHz
• TX power: 15 dBm
• Distance: Indoor: 2 m - 6 m
Note that the performance of our algorithm only increases with shorter packet size. Thus, in our

experiments, we used the maximum allowable packet size for SF10 (10 bytes) in the US as the size
of our packet which shows a lower bound of our performance. We used up to 4 control loops and 4
SFs (7-10) in our experiment. As the worst-fit UCP increasing algorithm tries to balance the control
loops across different assignments, each node was assigned to a different SF. For LoRaWAN, the
SFs were assigned based on the adaptive data rate (ADR) algorithm.
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Fig. 6. Schedulability of RTPL(Indoor)

8.1.2 Real-Time Performance.
To observe the performance
of RTPL in terms of schedu-
lability, we conduct three
different experiments. We
observe the schedulability
of RTPL in two cases: us-
ing harmonic period and
non-harmonic period. For
the harmonic and non-
harmonic period experi-
ments, we use four control loops and observe the number of schedulable control loops. Fig. 6
shows the results of our schedulability experiments. In Fig. 6(a), all control loops are schedulable
under RTPL, while one control loop is schedulable under LoRaWAN. This is due to LoRaWAN
ADR mechanism that controls several parameters (e.g., SF). Fig. 6(b) shows that 100% of the control
loops are schedulable with RTPL using a non-harmonic period. This is due to RTPL partitioning,
which guarantees each packet meets its deadline. For LoRaWAN, 100% of the control loops are
unschedulable.
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8.1.3 Latency. In this Sec-
tion, we measure the end-
to-end latency of the con-
trol loop of RTPL and Lo-
RaWAN under default set-
ting. We calculate the aver-
age and maximum latency
per control loop for the du-
ration of the hyper-period.
A node generates a new
packet periodically, with a
period of 7𝑠 . Note that we
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calculate latency for packets which were received by the gateway and the corresponding down-
link message was received by the actuator. In our calculation, we include the beacon time on air
(approximately 160 ms) and RX delay (5 s). Fig. 7 shows the results of our experiments.

In Fig. 7(a), the average end-to-end latency for RTPL for all control loops is around 6 seconds.
For LoRaWAN, the average latency for one control loop is around 7.1 seconds and it increases
linearly with the number of control loops, as shown in Fig. 7(b). For four control loops, LoRaWAN
average latency is 23 𝑠 . This is because packets were initially transmitted on the highest SF to
ensure maximum communication range and robustness to interference, and later changed by the
ADR mechanism which is recommended by Semtech [7]. The acknowledgment mechanism in
LoRaWAN (the GW acknowledges uplink transmissions sequentially) also contributed to the delay.

8.1.4 Energy and Throughput. In this section, we measure the end-to-end energy consumption of
the control loop and throughput of RTPL.
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For the energy consumption experiment, we use the same
setup as the latency experiments. To estimate the energy, we
use SEMTECH SX1278 chip energy model (3.3 v voltage, TX 87
mA, RX 12 mA). We measure the average energy consumption
per control loop for both RTPL and LoRaWAN. The results in
Fig. 8 shows that the average energy consumption for RTPL is
around 69.9 mJ and 73.1 mJ for one and four control loops,
respectively. The average energy consumption for LoRaWAN
is 116 mJ and 157 mJ for one and four control loops, respec-
tively. This result show that RTPL offers energy-efficiency
while guaranteeing schedulability.
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To compare the throughput of RTPL and LoRaWAN, we need to
measure the throughput of the control loop without considering
its schedulability. For example, if a packet missed its deadline
and is successfully received by both the GW and the actuator, we
consider it as part of our throughput calculation. We define the
throughput as the bits received by the GW (uplink) and the bits
received by the actuator (downlink) for three hyperperiods (5.6
minutes) Fig. 9 shows the throughput for both LoRaWAN and
RTPL. For LoRaWAN, the throughput is 4272 bps compa to 4176 bps for RTPL. The throughput for
RTPL is comparable to LoRaWAN as in our setup, we consider non-schedulable control loops. This
result shows that while RTPL guarantees schedulability, it does not compromise the throughput.

8.2 Outdoor Deployment
8.2.1 Setup. For the outdoor deployment, we observe the performance of RTPL at varying distances
and channel conditions. Fig. 10 shows the locations and distances of the nodes and GW in a large
metropolitan city in the US. The GW is placed inside a building while the nodes are placed in the
locations shown on the map. In this section, we use the following default parameters settings unless
stated otherwise.
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• Period: 7, 14, 56, 112 (seconds)
• SF: 7, 8, 9, 10
• Deadline = period
• Frequencies: 903.9-904.7 MHz
• Packet size: 10 bytes
• Bandwidth: Uplink: 125 kHz, Downlink: 500 kHz
• TX power: 15 dBm
• Distance: Outdoor: 200 m - 500 m

Fig. 10. Outdoor GW and nodes
locations

8.2.2 Schedulability Performance. To observe the impact of distance on the schedulability perfor-
mance of RTPL, we repeat the schedulability experiments for the harmonic period and non-harmonic
period outdoors.
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Fig. 11. Schedulability of RTPL (Outdoor)

The GW is placed inside
a building at our location
and the nodes are placed
outdoor at various loca-
tions as shown in Fig. 10.
Fig. 11 shows the results of
our schedulability experi-
ments. In Fig. 11(a), 100%
of the control loops are
schedulable under RTPL.
Under LoRaWAN, all control loops are non-schedulable. This is possible due to the variation
of channel conditions and LoRaWAN ADR mechanism resulting in increasing packet collision.
Fig. 11(b) shows that 100% of the control loops are schedulable with RTPL using a non-harmonic
period. For LoRaWAN, 100% of the control loops are non-schedulable.

8.2.3 Latency. We estimate the end-to-end latency of the control loop in outdoor deployment.
We also calculate the average and maximum latency per control loop for the duration of the
hyper-period. A node generates a new packet periodically, with a period of 7𝑠 .
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Fig. 12 shows the results
of the latency experiments.
In Fig. 12(a), the average
latency of RTPL is around
6.2 seconds for all the con-
trol loops. While the av-
erage latency for one con-
trol loop is around 7.3 sec-
onds for LoRaWAN. With
four control loops, the aver-
age latency for LoRaWAN
is around 24 seconds. In Fig. 12(b), the maximum latency for RTPL for all control loops is around
6.3 seconds. On the other hand, the maximum latency of LoRaWAN is 7.9 seconds and 28 seconds
for one and four control loops, respectively.
We measure the average energy consumption per control loop for the outdoor scenario where

each node generates a new packet periodically, with a period of 7𝑠 . For such low periods, we
observe significantly high packet collisions. As the number of nodes are increased, we observe a
significant drop in the packet reception rate of nodes. Specifically, for the setup with 3 and 4 nodes,
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the first few packets were received successfully with 3-4 retransmission attempts, and the rest of
the packets were not received. For the setup with 2 nodes, most of the packets were received but
4-5 retransmission attempts.
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8.2.4 Energy and Throughput. In Fig. 13, the average energy
consumed by a node was computed for successfully received
packets. Thus, the setup with 2 nodes, needed higher energy
than the setup with 3 or 4 nodes. The result shows that the
average energy consumption for RTPL is around 69.9 mJ for
all the control loops. The average energy consumption for
LoRaWAN is 217 mJ. This implies that distance has an in-
significant impact on the energy consumption of the control
loop. Also, RTPL provides schedulability guarantees while
remaining energy-efficient.
Next, we compare the throughput of RTPL and LoRaWAN

for 5.6 minutes. For RTPL and LoRaWAN, the throughput is
4160 bps and 3512 bps, as shown in Fig. 14. This result shows
that RTPL achieves better throughput in outdoor deployments than LoRaWAN.

9 SIMULATION
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Here, we evaluate RTPL with extensive simulations in NS-3 with
a single gateway and up to 1200 control loops. We report the
schedulability ratio and total transmission energy consumption
results for various setups. Our simulation model is publicly avail-
able on GitHub [8].

9.1 Setup
In our simulation, we employed LoRaWAN NS-3 module pro-
posed in [38]. The NS-3 module offers classes and channel model
designed for simulating modulation and medium access tech-
nology of LoRaWAN network, supports simulations featuring a
large number of devices and offers easy monitoring of network
performance. We used up to 1200 control loops with each control loop having one sensors and
one actuators. The sensors and the actuators of the control loops were randomly positioned across
a disc centered at the gateway, with radius up to 7000 meters. Each control loop was assigned a
randomly selected period from a range of [212, 225] ms. We used up to 64 UCPs and 18 DCPs and
SFs 7-10. We do not use spreading factors greater than 10 for US dwell time regulation. We map 4
UCPs to a single DCP. For example, for 24 UCPs, we used 6 DCPs. We set the maximum number of
retransmissions to 2 and used a timeslot length of 120 ms.
Benchmark: We compare our approach Worst-fit-UCP-increasing (RTPL-WFUI) and the de-

scribed variations of RTPLi.e. RTPL-BFD, RTPL-WFD, RTPL-FFD, RTPL-BFUI and RTPL-FFUI with
regular LoRaWAN.
Metric: The schedulability ratio is defined as the ratio of the number of control loop sets that

are schedulable to the total number of control loop sets. In the first simulation, we report the
schedulability ratio based on whether the partitioning was successful or not. We refer to it as
schedulability-ratio-partitioning. In the second simulation, we report the schedulability ratio based
on the schedulability analysis. In this simulation, only the sufficient condition proposed in Eq.(8)
needs to be checked to evaluate schedulability. We refer to it as schedulability-ratio-analysis. In
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addition, we also report the total transmission energy consumption for the schedulable control
loop sets in both cases. We generated 30 control loop sets for each simulation and each result is
averaged over 30 simulation runs of 1 hour.

9.2 Results under Varying Number of Control Loops
In this simulation, We fix the number of UCPs to 24 and the network radius to 4000 m. For each
point, we generated 30 control loop sets and vary the number of control loops within a set from
200 to 1200. We report the schedulability ratio and total transmission energy consumption. In
Fig. 15, we analyze the schedulability-ratio-partitioning and present the schedulability ratio and
transmission energy consumption under varying number of control loops within a set for all the
variants of RTPL.

(a) Schedulability-ratio-partitioning (b) Transmission energy
Fig. 15. Results under varying number of control loops.

In Fig. 15(a), all the con-
trol loop sets are schedu-
lable under all variants of
RTPL, except RTPL-BFD.
The schedulability of the
RTPL-BFD starts decreas-
ingwith an increase is num-
ber of control loops within
a set. The schedulability ra-
tio drops to 0.84 when there
are 600 control loops in a
set. This means that only 84% of the total control loop sets are schedulable. The schedulability ratio
rapidly drops to 0.22 when the control loops in a set are further increased to 800. That implies
only 22% of the control loops sets are schedulable. The schedulability ratio for RTPL-BFD drops to
0 beyond this point. This happens due to the intrinsic nature if RTPL-BFD to assign the control
loop with the highest utilization to the UCP with the least remaining capacity. Thus, RTPL-BFD
allocates a loop to the UCP where the WCET of that loop becomes highest. As the number of loops
in This, combined with the fact that traditional best-fit decreasing heuristic does not take into
account the number of available UCP/DCP pairs during the loop’s assignment to a partition, leads
to poor schedulability performance of RTPL-BFD. Furthermore, due to high number of collisions in
traditional LoRaWAN, none of the control loop sets are schedulable in traditional LoRaWAN. The
ability of RTPL to employ any variant of the bin-packing heuristics, enhances the adaptability and
significantly boosts the scalability of RTPL. In fact, RTPL-WFUI, RTPL-WFD, RTPL-FFD, RTPL-BFUI,
and RTPL-FFUI perform better than regular LoRaWAN with 100% schedulability.
In Fig. 15(b), we show the total transmission energy consumption for the schedulable control

loop sets under the same setup. Note that, we do not show the energy consumption for traditional
LoRaWAN and RTPL-BFD since these approaches are not schedulable for all sets. In this figure, as
the number of control loops in a set increase, the energy consumption for all approaches steadily
increase. However, RTPL-BFUI has the highest energy consumption among all the variants as it
tries to assign the loops to the UCPs where the WCET of loops is highest. RTPL-FFD has the least
energy consumption. On average, it has 45% less energy consumption than RTPL-BFUI, showing
the energy-efficiency of our partitioning approach.

9.3 Results under Varying Network Radius
In this simulation, we vary the network radius from 1000 m to 7000 m. We set the number of control
loops within a set to 600 and the number of UCPs to 24. We show the result for schedulability-ratio-
partitioning in Fig. 16. In Fig. 16(a), we see a sharp decline in schedulability for all partitioning
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approaches as the network radius increases to 5000 m. This is due to the limited number of available
UCP/DCP pairs at such a large network radius. The control loops are required to use higher SFs at
large radius to ensure a successful packet reception at the gateway, leading to a limited number of
available UCP/DCP pairs. Therefore, the number of unschedulable cases increase at higher network
radius. To establish this observation further, we set the number of UCPs to maximum allowable
UCPs for LoRaWAN i.e. 64 and uced the number of control loops within a set to 200. Even with
such configuration, we observed that none of control loop sets were schedulable under any of the
heuristics at 7000 m radius. In conclusion, all variants of RTPL and its variants show on average
30% better schedulability than regular LoRaWAN, but the better performance is limited to a radius
of 5000 m only.

(a) Schedulability-ratio-partitioning (b) Transmission energy
Fig. 16. Results under varying network radius.

In Fig. 16(b), we observe
that RTPL-BFUI has the
highest energy consump-
tion while RTPL-FFUI has
the lowest. We observe al-
most constant total trans-
mission energy consump-
tion for all partitioning ap-
proaches till a network ra-
dius of 3000 m. However, as
the radius increases, we ob-
serve a sharp increase in en-
ergy consumption for almost all approaches. This is because the nodes use higher SFs at larger
network radius. However, the energy consumption of RTPL-BFUI remains constant at all radii
as it by default tries to assign loops to UCPs with the highest available SF, hence requiring high
transmission energy. Note that RTPL-FFUI consistently has the lowest energy consumption. In fact,
on an average RTPL-FFUI performs 58% better than RTPL-BFUI.

9.4 Results under Varying Number of UCPs

(a) Schedulability-ratio-partitioning (b) Transmission energy
Fig. 17. Results under varying number of UCPs.

In Fig. 17, we present the
schedulability ratio and the
transmission energy con-
sumption under varying
number of UCPs to an-
alyze schedulability-ratio-
partitioning. We vary the
number of UCPs from 16
to 64. We fix the network
radius to 4000 m and the
number of nodes in a set
to 600. In Fig. 17(a), we ob-
serve that all control loop sets are schedulable under RTPL-WFUI, RTPL-WFD, RTPL-FFD, RTPL-
BFUI, and RTPL-FFUI even with as few as 16 UCPs, due to the use of TSCH-like approach. However,
traditional LoRaWAN fails to schedule any control loop sets with 16 UCPs. We observed that Lo-
RaWAN experiences a large number of collisions since adaptive data rate (ADR) randomly changes
the transmission parameters such as SF. Even as the number of UCPs is increased, traditional
LoRaWAN remains unable to schedule any control loop sets due to high collisions. Additionally,
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RTPL-BFD fails to schedule any control loop sets with 16 UCPs as it tries to pack one UCP com-
pletely before going to the next one. However, its schedulability ratio improves with an increasing
number of UCPs, reaching 0.3 with 20 UCPs indicating only 30% of total control loop sets are
schedulable. Similarly, it has a schedulability ratio of 0.65 with 24 UCPs, 0.84 with 28 UCPs, and
finally 1 with 40 UCPs and more i.e., all control loop sets are schedulable.

In Fig. 17(b), we report the total energy consumption of all the variants of RTPL. We observe that
there is only a slight change in energy consumption of other variants except RTPL-BFUI as the
number of UCP increases. This is because the best-fit strategy tries to pack one UCP completely
before moving to the next one, without taking into consideration the remaining capacity. In RTPL-
BFUI, each loop is assigned to the UCP where the WCET of loops is highest, leading to higher
energy consumption. On the other hand, we observe that the energy consumption of other variants
remains almost constant, with a very slight decrease as the number of UCPs increases. We observed
that under smaller number of UCPs, our partition algorithm tries to balance the remaining capacity
across all the UCPs, consuming slightly higher energy in comparison to a higher UCP availability.
Overall, our partitioning approach allowed us to achieve low energy consumption (under 1.2 kJ)
for RTPL-WFUI, RTPL-WEF, RTPL-FFD and RTPL-FFUI variants.

9.5 Results under Varying Duty-cycle
In this simulation, we evaluate our approach under duty-cycle constraints. We fix the number of
loops within a set to 200 and the number of UCPs to 28. We set the network radius to 4000 m. Under
this setup, we vary the duty-cycle of each UCP from 0.02% to 0.1% and show the Schedulability-ratio-
partitioning and transmission energy consumption results in Fig. 18. Fig. 18(a), we observe that
RTPL heuristics variants such as RTPL-BFD, RTPL-WFD and RTPL-FFD fail to schedule all control
loop sets at low duty cycles. However, RTPL-WFUI is able to achieve close to 100% schedulability
ratio. On the contrary, traditional LoRaWAN is not able to schedule any control loops under any
duty cycle.

(a) Schedulability-ratio-partitioning (b) Transmission energy
Fig. 18. Results under varying duty-cycle.

In Fig. 18(b), we observe
a constant transmission en-
ergy consumption among
all variants of RTPL as the
duty-cycle increases from
0.02% to 0.1%. However, the
transmission energy con-
sumption for RTPL-BFUI
increases with an increase
in duty-cycle since RTPL-
BFUI assigns the loop to the
UCP where the WCET of
loops are highest. Overall, this result shows that under duty-cycle constraints, our partitioning
approach is able to provide high schedulability while keeping low energy consumption overhead.

9.6 Comparison of Schedulability under Partitioning and Analysis
In this simulation, we analyze the schedulability of control loops based on the sufficient condition
for partitionability (Eq. 8). We report the schedulability ratio as schedulability-ratio-analysis for the
RTPL-WFUI partitioning heuristic, as it is one of the best partitioning heuristics as observed from
the results in previous sections. Leveraging the schedulability analysis allows us to quickly assess
the schedulability of control loops by just checking the partitionability condition and obviating the
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need to actually run the complete partitioning algorithm each time. Therefore, we compare the
results with schedulability-ratio-partitioning.

Fig. 19. Schedulability ratio under vary-
ing number of UCPs

9.6.1 Results under varying number of UCPs. In this simu-
lation, we fix the number of control loop in a set to 200, the
radius to 4000 m and vary the number of UCPs from 16 to 64.
We report the schedulability-ratio-analysis and compare the
results with the schedulability-ratio-partitioning. In Fig. 19,
we observe that none of the control loop sets are schedulable
on low number of UCPs (16, 20, 24, 28) under schedulability
condition analysis. However, as we increase the number of
UCPs, schedulability ratio increases. We observe a sharp
increase in schedulability ratio from 0.10 at 36 UCPs to 0.63
at 40 UCPs. We ultimately achieve a schedulability ratio of
1 as we further increase the UCPs to 56 and more.

On the contrary, we observe all the control loop sets
are schedulable on all UCPs under the schedulability based
on partitioning. This difference in performance between schedulability-ratio-partitioning and
schedulability-ratio-analysis is because our proposed schedulability condition is slightly pessimistic.
However, it is still significant as reduces the energy consumption significantly by obviating the
need of running complete partitioning repeatedly to evaluate schedulability.

Fig. 20. Schedulability ratio under vary-
ing network radius

9.6.2 Results under varying network radius. In Fig. 20,
we report the schedulability ratio for schedulability-ratio-
analysis and schedulability-ratio-partitioning under vary-
ing network radius. We fix the number of control loops in a
set to 200, the number of UCPs to 64 and vary the network
radius from 1000 m to 7000 m. We observe all control loops
sets are schedulable under schedulability-ratio-analysis at
all network radius. This shows that a change in network
radius does not impact the performance of our proposed
schedulability analysis. On the other hand, schedulability
ratio decreases as we increase the network radius under
schedulability-ratio-partitioning, declining to 0.9 at 7000
m.

Fig. 21. Schedulability ratio under vary-
ing number of loops

9.6.3 Results under varying number of control loops. In
Fig. 21, we fix the number of UCPs to 64, the radius to 4000
m and vary the number of control loops (in a set) from 50
to 400. We observe all the control loops are schedulable
under the schedulability-ratio-analysis on 64 UCPs for a
set of upto 250 control loops. However, the schedulability
ratio decreases as the number of control loops are increased.
The schedulability ratio decreases from 0.66 for a set of 300
loops to 0.06 for a set of 350 loops, and eventually reaches 0
for a set of 400 loops. This implies that none of the control
loop sets were deemed schedulable under schedulability
condition analysis for larger number of control loop sets.
On the other hand, we observe all control loop sets are
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schedulable under schedulability based on partitioning. The schedulability condition is slightly
pessimistic and therefore the schedulability-ratio-analysis is lower than the schedulability-ratio-
partitioning.

9.7 Comparison of Schedulability of RTPL against an Upper Bound
We compare the performance of RTPL-WFUI with respect to an upper bound. Since we defined
our partitioning algorithm using worst-fit-UCP-increasing heuristic, we choose RTPL-WFUI to
evaluate the performance against an upper bound and refer to it as RTPL in this section.

We use a brute force algorithm to generate an upper bound since an optimal solution is unknown
for the partitioning problem for control loops in LoRaWAN. The brute force algorithm explores every
possible partition. It returns schedulable if the partition meets the schedulability constraint given
in (2) within each UCP/DCP pair and reliability constraint of every control loop (i.e., transmission
on the assigned spreading factor results in an acceptable SNIR for decoding). Otherwise, it returns
unschedulable. Note that we define the upper bound with respect to the schedulability condition
described in the paper since relying on actual simulations to generate a schedulability takes an
extremely long time, even for a small network.
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Fig. 22. Results under varying total
minimum-utilization.

Since we use a brute force algorithm, we limit the control
loops to 20 with nodes placed randomly in a radius of 1.5
km. We also limit the maximum number of UCP/DCP pairs
to 4, limiting the total possible partitions to 160,000 for one
control loop set. To observe the impact of changing traffic
patterns, we generate control loop sets with varying total
minimum-utilization. We define a minimum-utilization of a
control loop as the ratio of the smallest WCET of all UCP/DCP
pairs and the period. We define total minimum-utilization
as the sum of minimum-utilization of all control loops. To
generate a control loop set, a total minimum-utilization is
first selected for a control loop. Then, each control loop is
assigned a random minimum-utilization whose sum equals
the total minimum-utilization. From the minimum-utilization,
the period of each control loop is computed.
Fig. 22 reports the schedulability of 100 control loop sets per total minimum-utilization. Fig.

22 shows that RTPL performs similar to the upper bound on partitioning until a total-minimum
utilization of 1.8. For a total utilization of 2.0, which is close to the infeasible scenario, the schedula-
bility ratio of RTPL drops to 0.6 while optimal partitioning remains at 1. We observed that ordering
the control loops in the increasing number of UCPs was responsible for the drop in the schedula-
bility ratio. However, this drop in performance is observed when the total minimum-utilization
approaches the infeasible region (2.2 in this simulation). This simulation shows that RTPL schedules
most control loops, except for those with utilization close to the infeasible boundary.

10 CONCLUSION
Traditional wireless solutions for industrial automation depend on short-range wireless technolo-
gies (WirelessHART, ISA100.11a), posing a big challenge to support the scale of today’s IIoT. To
address this limitation, we propose to adopt LoRaWAN, a prominent low-power wide-area network
technology, for industrial automation. Adopting LoRaWAN for industrial automation poses some
unique challenges. This paper develops RTPL, a real-time scheduling framework for LoRaWAN
to enable industrial automation. RTPL overcomes challenges arising from the asymmetric uplink
and downlink communication and balancing real-time guarantees and energy constraints. All
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results show that RTPL achieves on average 75% improvement in real-time performance without
sacrificing throughput or energy compared to traditional LoRaWAN. In future, we aim to extend
this work by conducting large-scale LoRaWAN test bed experiments. Additionally, we leave scope
to further investigate the potential for deriving a tighter schedulability condition and address the
security aspect of RTPL. The issues related to the coexistence of multiple LoRa networks will be
studied in the future.
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